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Introduction
A customer experiences “lock-in” when the extra value it might obtain from a new supplier’s products or services is exceeded by the cost of switching from its current vendor
.  Customers may regret this state of affairs if they would have been better off having secured the alternative product from the start, or more simply, if the switching costs are substantially lower than the incremental value of the alternative supplier’s product (in which case, the customer will switch and capture the difference).  Conversely, an incumbent supplier might appreciate and indeed encourage this state of affairs to the extent it can realize additional profit.  These two interact in the sense that a supplier would likely forego additional profit (and a customer would receive lower prices) if switching costs were lower, even if the customer does not actually switch.  Less apparently, though potentially more importantly, lock-in may have substantial impact on the types of product innovation a customer accesses, both directly from its supplier and indirectly through innovation in complementary products. 

Computer and communication security (hereafter simply security) seems particularly suited as a locus of lock-in by virtue of several factors: (i) it can be manifested as a technical compatibility requirement that must be met by a variety of applications and pieces of equipment communicating locally or across a network, and reverse engineering of the interface may in some cases be made equivalent to breaking a strong encryption system, (ii) suppliers may explicitly or implicitly suggest that proprietary security is better than open security since the supplier can control access to information about the system, (iii) it may be difficult to segregate legally permissible competitive reverse engineering from efforts to enable illegitimate piracy.

The possibility of security induced lock-in is not, by itself, that interesting.  It becomes interesting if it actually occurs, it has non-trivial consequences, and there exists at least one other feasible state of affairs that would be preferable to some party.  All three of these are important points that require both a theoretical framework and empirical evidence.  They are challenging to tackle as they span technical, economic, business, and legal domains.

In fact, a number of candidate examples of security based lock-in exist.  Here we first develop a framework for security based lock-in before describing three important recent cases: set-top boxes in the U.S. cable industry and cartridges in the video game and printer industries.  Finally, we describe security lock-in motivated tactics for suppliers, customers, and government.

Theoretical Framework
The Role of Security in Lock-In

Many security systems include protocols that describe how messages are to be transmitted securely or how various components of a system (local or distributed) are to interact to perform a secure action.  Conformance to such protocols creates a compatibility requirement across system components.  A supplier that wishes to sell a system component will either need to be compatible with the necessary security protocols, or must provide sufficient additional value to motivate a customer to replace all other system components that require those security protocols.  In this latter case, the cost of replacing other system components becomes a switching cost and a source of lock-in.  If the installed base that must be replaced is large, the cost can be prohibitive.

New suppliers attempting to circumvent security based lock-in without requiring wholesale replacement of compatible components will typically look to implement the necessary existing protocols. If the necessary protocols are not publicly known (they are proprietary), the new supplier may attempt to do so without the permission of those that originated, own, or otherwise control the required protocols.  This may be technically feasible, but can be stymied by intellectual property law: the necessary information may be protected by various copyright and patent rights.  This is, in fact, also true for the general case of technical compatibility based lock-in, but the effect is sharpened in the case of security because of the potential difficulty in distinguishing what might be considered legally protected reverse engineering activities for competition reasons from attempts to foster piracy for reasons of illegitimate access to messages or content.  This particular effect has been manifested recently in controversy around application of the Digital Millennium Copyright Act.  Originally created to outlaw circumvention by pirates of technology to protect intellectual property, the act is seeing broader application in preventing reverse engineering, such as a recent case in which an injunction was secured by Lexmark against a developer of chips that enable “clone” printer cartridges [Nowell].  

Alternatively, a new supplier may seek to license the necessary security protocols from the owner.  If the owner is the incumbent supplier, this should be feasible providing the incumbent supplier can extract the profit it forgoes for each product not sold from the new supplier through a license fee or equivalent compensation.  But, it may be difficult to achieve this solution.  If, for example, the new supplier’s advantage is more efficient manufacturing and it can offer the product to the customer for a lower price than the incumbent, the manufacturing efficiency cost improvement must exceed the sum of the incumbent supplier’s required unit profit plus the new supplier’s required unit profit.  Anything short of this will not present a solution as the licensed new supplier’s product would, in fact, be more expensive than the original incumbent’s product and hence not salable (rendering a licensing agreement moot).  A second problem is that the incumbent supplier may correctly calculate the cost of profit foregone as larger than the apparent difference between product price and product cost by taking into account other costs such as reduced economies of scale and learning, effects on cross-subsidization among the suppliers products (for example, in the printer industry, low printer margins are offset by high cartridge margins), reduced marketing and sales effects that are driven by market share, and increased costs in terms of supporting licensees (for example, restricted ability to unilaterally make system changes that involve security protocols).   Importantly, even if a licensing arrangement is feasible, the full cost of lock-in is still borne, now by the customer and the new supplier jointly, and continues to accrue as profit to the incumbent supplier.

In some cases, security protocols are not secret at all but are openly available (e.g., based on an open standard like the Data Encryption Standard or Advanced Encryption Standard [Burr] or licensing is available at a sufficiently low cost. Lock-in may still occur, though, if successful interaction across the interface requires information (such as a cryptographic key) that is only available with the permission of another party, such as a competing vendor.  In this case, although the protocol has been implemented, successful interoperation without permission of a hostile party can be converted into a problem of breaking a cryptographically strong system.  A well designed cryptographic algorithm can be quite secure against such attacks making it economically infeasible to interoperate.

Security also has the potential to play an enhanced role in lock-in by virtue of the perceived value of system secrecy.  Suppliers may explicitly or more discretely claim that their proprietary system is more secure than, say, a potential or actually openly available alternative, since the supplier can control access to information about the system itself.  This has the virtue of appealing to a common sense proposition that for a system of a given security level, reduced knowledge about the system will not help and could reasonably be expected to hinder an attacker (at a minimum, by increasing the cost of attack by the amount required to learn about the system).  Notwithstanding the potential effectiveness of this position in sales calls, it is one of the most controversial points of philosophy in security system design, designated by its critics as “security by obscurity.”  

The case against security by obscurity derives from original design principles of Auguste Kerchoffs, a 19th century French military cryptographer who maintained that good security system design means relying only on the secrecy of the key and the strength of the algorithm and not secrecy of the algorithm itself [Kerchoffs].  From the military cryptography perspective, this reasonably accounts for the likelihood that security devices will eventually fall into enemy hands (either by capture or treason).   Interestingly, this eventuality also arises in the case of current commercial information technology security: a temporary worker at a document processing firm published the details of DirecTV’s security system on the web after seeing them as part of DirecTV’s litigation with its security supplier [AP].   But, more recent arguments against security by obscurity tend to rest on two related points: (1) security inventors who rely on secrecy tend to over rely on it, making mistakes in security implementation that are later discovered by attackers, often resulting in catastrophic security failure and (2) there is a large community of peer experts who are willing to review security protocols if made public and who are likely to uncover critical flaws prior to use of a system (and perhaps even recommend appropriate fixes) [Schneier].   

The arguments for and against the beneficial role of system secrecy in security do not appear to be resolvable in any universal fashion. The debate has been sharpened recently by discussions of the relative security of open source and closed source software development.  While many treatments take a position of orthodoxy (almost every one cites Kerchoffs) or speak to the experience of the community, treatments that attempt to delve deeper into whether obscurity never helps or whether open peer review is always superior (or even usually superior)  tend to come up ambivalent [Anderson02, Lipner, Neumann, Schneider].  The lack of a simple and compelling argument that “proves” Kerchoffs means that we can expect “security by obscurity” to continue to play a role in security induced lock-in. 

Implications of Lock-In

The economic theory of lock-in has been playing an increasing role in economic, business, and policy thought, particularly since the 1980’s.  The key impetus for this interest comes from explicit consideration of increasing returns to scale, in which each increment of economic activity is increased in value by the amount that has already occurred, resulting in the potential of positive feedback.  Much traditional economics relies on diminishing marginal returns to scale, resulting in negative feedback, and reasonably associated with limited resources; as production increases, the price of inputs ultimately is bid up, resulting inevitably in declining marginal returns.   But two phenomena particularly important in the information age have the potential to show unbounded increasing returns: information or knowledge itself and network effects in which the value of access to a product increases with the number of other users of that product.

Modeling of economic processes with positive feedback deviates from traditional analysis of declining marginal returns; in particular, the usual and powerful proofs that market based systems converge to unique and globally optimal equilibrium no longer apply.  It is conceivable, in the presence of positive feedback, that more than one stable equilibrium may exist, and that an economic system will tend to get locked-in to only one of them, not necessarily the globally optimal one [Arthur].

While the theoretical possibility of such lock-in is not contestable, the empirical evidence and the practical importance of lock-in is.  Liebowitz and Margolis, for example, question first whether popular examples of lock-in actually demonstrate a non-trivial penalty between the locked-in state and a feasible alternative state, and secondly whether the effect is in fact important if there is a tendency for switching costs to ultimately be overcome regardless, typically by technological upheaval, leading to a more benign process of serial lock-in [Liebowitz].   Their critique is a strong argument for the necessity of careful collection and analysis of data to support the potential theoretical consequences of lock-in.

Beyond the need for empirical evidence of lock-in and its significant and detrimental effects, we also need to consider the possibility that customers and suppliers correctly anticipate the effect of lock-in and negotiate offsetting compensation [Shapiro].  This seems particularly feasible when customers are concentrated and so can more easily internalize the effects of decisions across the customer set (importantly, internalizing network externalities).  A customer and a supplier, anticipating the cost of lock-in before it has occurred might simply negotiate a compensating up front discount that is sufficient to compensate for the lock-in.  Of course, they may be wrong (in either direction) as to the cost of lock-in, but this is equivalent to the normal uncertainty in negotiating current contracts intended to cover future eventualities.  

An effect that may be substantially more difficult to correctly anticipate, though, and one that has been less examined in the literature in spite of is important to the premise of serial lock-in (but see [Redding]), is the impact of lock-in on access to innovation.  A locked-in customer will not access the potential benefit of an innovation that is not compatible with its supplier’s product unless that benefit exceeds the necessary switching costs.  This occurs whether the innovation is a direct product innovation or one that arises in complementary products.  

Does lock-in, or more generally, a lack of competition retard innovation?  The oldest hypothesis here is the neo-Schumpeterian thesis that innovation is optimal in firms with monopoly power.  However, empirical work over the last several decades suggests that monopoly power is not strongly beneficial to innovation,  that a mixture of competition and limited monopoly power maximizes innovation, and that both larger firms and smaller firms have innovative strengths [Kamien, Scherer].  We would not want, then, that security lock-in is so strong as to result in an effective monopoly; although a locked-in customer can reasonably expect some important types of innovation to be executed by its supplier, there is also a high likelihood that other potentially interesting innovations will not, so that the cost of denied access to innovation via lock-in could be substantial up to the point that such costs exceed the switching costs.  Even harder to gauge but, again, potentially quite significant, is the possibility that useful innovations will never be pursued at all because of the perceived low likelihood of exceeding substantial switching costs in the customer base. 

Classifying Security Lock-In

To better understand the potential types of lock-in and its consequence, we can classify types of security lock-in into several broad categories:

· Proprietary Security Protocols

· Open Security Protocols

· Proprietary Extensions to Open Security Protocol 

· Intellectual Property Rights and Other Legal Constructs

Proprietary Security Protocols

In this type, a proprietary security protocol (or architecture) is a potential source of lock-in.  There are numerous examples of this class, including set-top boxes in the cable industry (further developed in a subsequent section), wireless communication protocols, and hardware and software rights management for the PC.  

In the case of wireless access devices, Cisco’s LEAP products make use of proprietary security extensions applied to 802.11 (an open and very successful wireless LAN standard also known as Wi-Fi).  The argument put forth for this proprietary development was that the existing wireless LAN security mechanisms were far too weak to promote adoption by security concerned consumers.  There is the obvious argument that speaks to the need to address an immediate problem (in this case the insecurity of Wi-Fi) and later work to standardize the approach. [Wexler] It should be mentioned that Cisco eventually did make this technology available under free licensing agreements. 

The Trusted Computing Platform Alliance (TCPA), recently succeeded by the Trusted Computing Group (TCG), an initiative led by Intel and assisted by Microsoft, proposes to create “a new computing platform for the next century that will provide for improved trust in the PC platform”. [TCPA]  However, critics claim that it is the application of hardware and software security technologies to not only restrict the distribution of copyright materials, but also to lock users into software and hardware suppliers.  While the Digital Rights Management (DRM) issue is a clear and specified goal, it is the potential for this technology to restrict or limit users from deploying competing software that raises some concern.  Avoiding the detail, the argument is that a supplier would have to comply with a certification process potentially developed by Microsoft, which might be burdensome or potentially anticompetitive.   

The use of proprietary security to preclude manufacturing of low cost clone components is particularly relevant in industries which adopt a “razor and blades” pricing strategy.  In these cases a central component may be provided at unusually low margins, even at a loss, with the expectation that a customer will become locked-in via the purchase and subsequently buy a sufficient quantity of higher margin “blades” to make the overall relationship profitable to the supplier.  Apparent examples of the use of encryption in these cases to enhance lock-in include the printer and the video game industries, both discussed in more detail below.
Open Security Protocols
A supplier might make use of standard (open) security protocols to prevent competitors from developing interoperable software or hardware components.  As with the case of proprietary security protocols, the video game industry also uses open security protocols to prevent unauthorized game cartridges – for example, the use of private key cryptography to sign cartridge software in the Microsoft X-box.  The cable industry also uses public key cryptography so that set top boxes require authentication mechanisms provide via PKI certificates to operate.  These certificates are obtained after verification testing by a supplier, a potentially lengthy and costly procedure. [Xbox]

Proprietary Extensions to Open Security Protocols

Proprietary extensions of an existing open security protocol may prevent interoperability with other standard compliant software and become a source of lock-in.  Microsoft, for example, has had a stated objective of ‘embracing, extending and extinguishing’ (to paraphrase Paul Maritz) standardized protocols in this manner
.  In the case of security protocols, in the late 1990s, Microsoft created a proprietary extension to the Kerberos authentication protocol.  This extension tied the Kerberos client software to the Windows 2000 Server and integrated an authorization process into the mechanism, thereby making it difficult to interoperate with other servers.    Microsoft pursued a similar extension in its development of Passport, its solution for single sign-on web based services.  Here again, Microsoft proposed extensions to existing protocols, but in this case to tie the customer to a web services platform.  This mechanism also created much debate in the privacy community, with concerns surrounding one entity potentially being aware of a user’s web behavior and shopping history. [Passport]  Other suppliers have extended protocols such as Secure Shell (SSH) and security related Session Initiation Protocols (SIP).

It may be that this is becoming a defining characteristic of competition in high technology industries with strong network effects – as these can lead to high concentration among suppliers (and hence substantial market power) yet exhibit high interest in compatibility to drive the overall growth of such industries (hence an interest in standardization). A standard tactic of market dominant players would be, when embracing open standards, to extend a protocol just sufficiently to preclude certain aspects of interoperability with competitors.  Security protocols may not be privileged over other technologies in this respect but can be expected to play a role.

Intellectual Property Rights and Other Legal Constructs

This is a rather abstract case, in that it is not the security protocol itself that creates the lock-in, but rather the application of intellectual property rights around this technology.  To illustrate this class, consider a company that establishes a security technology and then charges a licensing fee for its use.  A prime example is that of the RSA algorithm.  For many years, RSA (the company) charged fees for the use of RSA technology, but recently released this requirement ahead of the patent expiration.  Recent IPR debates surrounding web services technology such as Shibboleth suggests that these relatively pure intellectual property versions of security based lock-in will likely continue.

As the above classifications suggest, suppliers have long benefited from security as a lock-in measure.  Many of these measures have been rooted in legitimate security mechanisms (or, more skeptically, may have been disguised as such) developed for such needs as authentication, authorization and privacy.  Our classification can be related back to the particular characteristics that privilege security technology as a source of lock-in, as shown in Table 1.

	
	Compatibility across interfaces that may be cryptographically strong.
	Argument that security is increased by keeping a system secret.
	Inability to separate legally permissible reverse engineering from enabling of piracy.

	Proprietary Security Protocols and Proprietary Extensions ot Open Security Protocols
	X
	X
	X

	Open Security Protocols
	X
	
	X

	Intellectual Property Rights and other Legal Constructs
	X
	
	X


Table 1. Types of security based lock-in and ways in which security is privileged over other aspects of technology as a basis for lock-in.

The U S Cable Industry

The U S cable industry’s purchase of set-top boxes represents a particularly rich example of security based lock-in.  

The U. S. cable industry purchases set-top boxes and uses them to provide its subscribers with access to programming.  Over the last decade, the industry has increasingly been deploying digitally based set-top boxes to replace analog ones.  The cable operators buy their set-top boxes almost exclusively from two suppliers, Motorola (which purchased the former General Instrument) and Scientific Atlanta.  Each supplier maintains a proprietary conditional access (rights management) system and the programming provided in each cable operators’ cities is compatible with the conditional access system of one or the other supplier.  Interestingly, the case can be considered as a proprietary extension of an open standard,  since the underlying scrambling is the openly available triple-DES standard [NIST], but the mechanism for managing and distributing the necessary keys to each set-top box is proprietary to each vendor.   Consequently, the cable operators (called multiple system operators or MSOs)  are locked-in in each city to one of the two suppliers; the switching cost for a non-compatible alternative would include replacing all currently deployed set-top boxes in that city plus a substantial portion of the network equipment that processes programming (typically called “head end” equipment).

In this case, the customers exhibit substantial market power: a handful of large MSOs control most of the cable systems in the United States and represent a substantial fraction of sales for their suppliers.
  Consequently, we would expect the MSOs to be sophisticated about the potential for lock-in and to negotiate some compensation at the beginning of each major lock-in cycle.  Indeed, one of the most celebrated deals in the cable industry represents a creative way to extract just such compensation.   In 1997, John Malone, then CEO of the largest MSO, TCI, led a buying consortium to commit to the purchase of 15 million set-top boxes from General Instrument (GI) (10 million for TCI) at a cost of $300 each.  Committing to a large multi-year purchase at an attractive price is consistent with effort to reflect the cost of a lock-in cycle in an up front discount.  But, the compensation was more sophisticated than a simple discount.  In the deal, TCI (and the other MSOs) also received warrants to purchase shares of GI at a price set before the deal was announced, totaling 16% of the shares of GI, with warrants vesting as set-top boxes were purchased.  And Liberty Media (controlled by Malone) received a further 10% of GI in return for ownership of a digital television transmission service.  The deal had a substantial affect on GI’s perceived market position – “in a single day, GI looked like the new dominant manufacturer of set-top boxes” [Robichaux,  p. 221] – but TCI and the other cable operators were able to re-capture a portion of the profit transferred to GI via lock-in through their equity participation in GI.  TCI and Liberty Media in particular had acquired rights to more than 20% of GI through the deal.

A second manner in which MSO customers can manage lock-in is by causing the two vendors to compete for new cities that are as yet uncommitted.   Not only can the MSO use negotiation for purchases for the new city as the beginning of a new lock-in cycle for which it can hope to recover some of the cost to if of lock-in through discounts or other concessions, but the likelihood of important future competitions can be used to discipline the supplier to a degree in cities in which the MSO is already locked-in.  However, although the dual vendor competition may provide important advantages relative to lock-in by a monopoly supplier, the structure represents a tradeoff between the cost to an MSO customer of working with multiple suppliers and the limits to competitive pricing and innovation possible in a duopoly.

The particular role of security in lock-in of set-top boxes is fairly easy to trace by examining both standardization of technology components and regulatory action.  Although both General Instrument’s and Scientific Atlanta’s first digital set-top box offerings included a number of proprietary technologies, components other than security have migrated to industry standards and third party technologies, including video format (now MPEG-2, an open standard), audio format (now Dolby AC-3, licensed from a neutral third party), modulation (now follows the International Telecommunication Union’s J.83 standard), signaling (currently migrating to an IP system based on the DOCSIS standard) and so on.  Security maintains its position in both vendors’ products as proprietary.
  

The special role of security can also be seen in the partitioning specified by the FCC in its effort to enable retail distribution of set-top boxes.  The FCC has mandated that technology that is uniquely required to enable the functions of a set-top box (that is, beyond openly available standards or technology licensable from third parties that could be implemented, for example, by a television manufacturer or other consumer electronics manufacturer not currently supplying the cable market) be captured in a “point of deployment” module separately available from an MSO, and that this technology be limited to security,
 with implementation by the beginning of 2005.  The FCC’s point-of-deployment module ruling could have an important impact on the consequences of lock-in albeit without eliminating the lock-in itself.  Since the price of the module is not regulated, the original manufacturer can continue to extract profit due to the lock-in of an MSO in a particular city.  However, the consequences of lock-in on innovation can be weakened since the remainder of the set-top box functionality (anything that doesn’t interact with security) can be competitively innovated and manufactured by a number of different suppliers. 

Evidence that lock-in of set-top boxes (via security as argued in the previous paragraph) has had effect on pricing can be seen by comparing prices for cable set-top boxes with those of Digital Versatile Disk (DVD) and Cable Modems.  The latter two devices contain between them essentially all the components that would be found in a cable set-top box with the exception of security.  Yet, as shown in Figure 1,  both have been experiencing substantially faster rates of decline (25% a year over the last several years) compared to set-top boxes (10% a year or less during a period in which the vast majority of set-top boxes sold continued to be  “basic” in function).
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Figure 1. Prices of Set-top Boxes, DVDs, and Cable Modems.

The effect of lock-in on innovation is less easily observed than pricing, beyond industry anecdotal and trade press discussions of MSO frustration at the relative rate of innovation in the direct broadcast satellite industry, the consumer electronics industry overall, and the cable industry.  However, a glimpse of frustration is occasionally available in public announcements.

The Video Gaming and Printer Cartridge Industries 

The video gaming and printer cartridge industries provide particular evidence of how open and proprietary security protocols and legal constructs (such as patent and copyright law) can all be employed to enable lock-in, particularly when conflated with efforts to outlaw piracy.

To understand the key issues, we first need to understand the process by which competitors attempt to defeat lock-in and the potential legal consequence of these actions.  When most software manufacturers release their software products they do not make the source code (the code readable by humans) available.  This means that competitors cannot readily understand how the code operates without attempting to reconstruct the source code from the computer readable code (the code that is made publicly available).  This reverse engineering process, referred to as disassembly, may be the only way a competitor can get access to the functional elements and the interface specifications of the program.
  Without knowing how the software operates, a competitor will have difficulty in interoperating with the original product.  However, the degree to which reverse engineering may be applied to interoperate with a competitor intersects with copyright law.

The Digital Millennium Copyright Act (DMCA) added an “anti-circumvention” provision to the Copyright Act.  The original intention of this provision was to prevent individuals from circumventing anti-piracy protection placed on copyrighted material; however, a consequence of this provision has been its use by vendors to lock-out legitimate competitors.  Such consequences include the stifling of free speech, scientific research and fair use, as well as (and most relevant to this work) the impediment of competition and innovation.  The DMCA includes two aspects specifically related to anti-circumvention; banning acts of circumvention and distribution of technology for circumvention.  The violation of this provision carries substantial civil and potentially criminal penalties.

The argument against anti-circumvention technology typically states that reverse engineering for reasons of functional interoperability is not illegal and is in fact protected under the DMCA, which permits circumvention for reasons of interoperability.  Further, such reverse engineering techniques are generally necessary to determine the operational and functional character of a system and that such measure are not in violation of access control provisions contained within the DMCA.  Lastly, it is generally held that applying copyright law to the issue of circumvention is a misuse and is only intended to thwart competition.

In a recent white paper, the Electronics Frontiers Foundation (EFF) described a number of interesting cases wherein provisions from copyright law have been used to thwart competitors from breach security based lock-ins. [EFF]  The following paragraphs capture the ongoing legal battles in both the video gaming and printer cartridge industries.  Note that these examples are fundamentally different from the previous cable industry example as the customers for video games and printers individually have very limited market power; it is not possible, therefore, for them to attempt to negotiate compensation for lock-in at the beginning of each lock-in cycle and they are limited to relying on the effects of competition (albeit such effects are clear through the way that competing suppliers will competitively discount the initial platform in order to secure locked-in customers for the later sale of profitable cartridges).

Video game cartridges: Within the video gaming industry, there exists a long history of using security lock-in to preclude competitors.  The following includes a survey of the more interesting cases.  

i) To preclude competitors from developing compatible game cartridges, Sega included a “trademark security system”.  This system essentially was a handshake between the console and the cartridge.  When a game was inserted into the console, the console would look for an initialization code within the cartridge.  This code was intended to verify that the game was valid (a game manufactured by Sega) and served no other purpose to the operation of the game.  Interestingly, this initialization code was simply the letter sequence “SEGA”.  Therefore it was not actually encrypted, although it was object code and so not immediately readable without reverse engineering. 

Sega sued Accolade for deriving the source code via decompilation of the object code contained within cartridges designed for the Sega Genesis Console.  In order to do so, Accolade had copied the object code of these cartridges, which was patented.  The console was not patented, however, and the courts ruled that because this reverse engineering process was the only possible way of obtaining the information necessary to construct game cartridges compatible with the genesis console (outside of expensive licensing agreements, of course), it represented ‘fair use’ and sided with Accolade.

ii) Nintendo also enacted a security based lock-in by implementing a security handshake between the console and cartridge.  Nintendo would manufacture games from approved developers, and add the security portion during the manufacturing process.  This gave Nintendo the ability to lock out game developers similar to those that had commoditized the cartridge market while Atari was the console leader.  Ironically, Atari broke Nintendo’s security mechanism and Nintendo brought suit against Atari. 

In this case, Atari fraudulently obtained the complete patented code needed to build NES compatible games by misleading the patent office, though their own engineers had already reverse engineered most of necessary code.  In addition, Nintendo had obtained a patent on the game-console security system known as 10NES.  This system consisted of two chips, a master in the console and a slave in the cartridge, both of which contained the 10NES program.  When the cartridge is inserted into the console, the programs exchange a series of values according to an understood security algorithm.  When agreement on these values is reached the console is unlocked and the game can proceed.  The intention of the program is to exclude unauthorized programs.  Nintendo also designed the program in such a way to make the process of reserve engineering difficult.   

However, Atari developed Rabbit, a program that interacted with the console upon insertion of the cartridge in generating a code that, when matched with the code of the console, would allow the game to play.  Rabbit was judged by the courts to contain components identical to that within the 10NES program that were unnecessary for game play, and therefore infringed on the patent of the 10NES.  And because of the fraudulent behavior involved, Atari could not claim ‘fair use’ under copyright law.

iii) Sony has made use of DMCA to litigate against several competitors.  Fisrt, Sony used DMCA to sue the maker of Virtual Game Station, Connectix.  VGS allowed users to play Sony Playstation games on Apple computers.  In a similar case, Sony sued Bleem, a company that created software that allowed users to run Playstation games on a Windows platform.  While both companies ultimately withdraw their products (due to high litigation costs), eventually, Connectix won a ruling in the Ninth Circuit Court that established its application of reverse engineering as ‘fair use’.   

iv) Vivendi-Universal Blizzard Entertainment filed a law suite against a group of game enthusiast who reverse engineered Blizzard games.  This group created a server, bnetd, which allowed users to play Blizzard games over the Internet rather than relying on Vivendi-Universal Blizzard online server.  The group claimed that the Blizzard software did not provide the feature that they desired and so decided to create their own.  Blizzard eventually withdrew its suite.

v) There are two interesting reverse engineering efforts that have been applied to the Microsoft Xbox.  First, Andrew Huang published a book that described security flaws contained within the X-box gaming console.  Huang discovered these flaws through reverse engineering techniques.  Fearing possible legal repercussions, the initial publisher Wiley, decided not to publish this work.  Eventually, Huang was able to publish with No Starch Press in July 2003. [Huang] The second group, the Xbox Linux Project, is an online group that demonstrated how to run Linux on Microsoft’s Xbox.  Their efforts allowed users to utilize the console as a PC, with somewhat expansive utility including, but not limited to, gaming.  It is not clear what legal actions will come of this group work.

Printer cartridges: The US printer industry‘s battle between original-equipment and after-market manufacturers represents another interesting example of security based lock-in.  For years Lexmark has been battling against after market competition in the area of laser printer cartridges.  To prevent competitor from manufacturing compatible cartridges Lexmark implemented an authentication process between the printer and the cartridge.  Static Control Components (SCC) developed a chip that enabled aftermarket cartridge providers to interoperate with Lexmark printers by bypassing the authentication process.  SCC developed this chip by reverse engineering Lexmark authentication process.  Lexmark filed for an injunction to bar SCC from selling the chip and in response SCC appealed and filed an antitrust law suite against Lexmark.  This battle is still being fought in the courts today.

What should be clear from the above examples is that there is a rich set of examples that demonstrate how security has been used as a lock-in mechanism.  The implication of such a security lock-in mechanism is to essentially tie the system (in this case the console or printer) to the cartridge in such a way to eliminate competition.  The question remains is the implications of such mechanisms.

Implications

The previous section suggests that many aspects of security induced lock-in actually do occur in practice, though the specific mechanisms and their import substantially vary by case.  Nonetheless, the existence of security induced lock-in suggests a number of possible initiatives depending on the role a party plays: customer, supplier, or government policy maker or regulator.

Customers
Lock-in can arise as a mutually beneficial state for both customer and supplier.  Some types of lock-in (such as a customer investment in supplier specific training) do increase switching costs but at the same time may increase customer profit via improved efficiency even more than the implied shift in profit to the supplier.   In other cases, particularly where customers and suppliers are both concentrated, bi-lateral lock-in may occur in which the supplier is also locked-in to the customer, would experience substantial switching costs in pursuing another customer, and is therefore induced to make concessions to the customer.  Bi-lateral lock-in may be a less colorful but more precise statement of what it really means for a customer and supplier to “partner.”

Nonetheless, Shapiro and Varian advance a simple but useful rule of thumb that the customer’s switching cost equals the net present value of a supplier’s profit in excess of what they could earn on the basis of the competitive strength of its product in the absence of lock-in [Shapiro].  So, a customer is normally interested in reducing switching cost and a supplier in increasing them.  Here we suggest a number of customer strategies, some specific to security.

1. Estimate impact of lock-in on access to innovation and include it in negotiated up front concessions.  There is no particular recipe to how to do this but rather an admonition to try.  More practically, it may be feasible to negotiate clauses that will force access to innovation if such innovation occurs, e.g., by triggering licensing of security protocols to other suppliers on pre-negotiated terms.  For example, the future modularization of set-top boxes in the cable industry required by the FCC could successfully open up set-top functionality (other than security or security-dependent functions) for broader innovation; a customer that simultaneously negotiated the pricing of security functionality as well as opening up this kind of modularization at an appropriate time might better be able to manage the impact of lock-in on innovation
.

2. Consider open security systems.  This amounts to rejecting the “security by obscurity” argument.  Customers may be able to find existing open security standards that one or more suppliers will implement, or if sufficiently concentrated may be able to leverage an industry consortium to establish such a standard.   Examples of security standards setting in the context of multimedia include the OpenCable interface standardization activity in CableLabs [Cable Labs], MPEG-4 and MPEG-21 Intellectual Property Management and Protection [MPEG-4], and the Digital Rights Reference Model of MPEG LA [MPEG LA]. A next best alternative would be to cause suppliers to license security technology from a third party.  Of course, this creates lock-in to the third party, but if that supplier has less ability to use security in tying sales of products together, this may be a less expensive proposition.  A related initiative in the case where a customer has a great deal of market power would be to attempt to restructure the supplier industry so that security is captured in a third party organization, for example, by requiring a potential equipment supplier to divest its security technology component into a separate company.

3. Develop credible commercial alternatives.  This is a normal attack on lock-in.  Investing in enabling another supplier implicitly lowers switching costs.  The critical question is whether switching costs are lowered more than the investment, and whether the value can be realized reasonably quickly through continuing negotiations with the incumbent supplier.  Simultaneously, the interest of an alternative supplier in participating, particularly if it is also making its own investments in support of the process, will be dampened if it perceived that it is only being used as a stalking horse (i.e., although the customer may realize a commercial advantage from the strategy, the alternative supplier never does).

4.  Developing or selecting technical and architectural alternatives that weaken the effect of lock-in. There may be options that are different from adoption of an open standard.  For example, selective encryption has been proposed as a technological solution in the U.S. cable industry.  It allows the introduction of as second conditional access system overlaid on an existing one without requiring replacement of the installed base of set-top boxes, albeit at some overhead in transmission bandwidth. [Lookabaugh]

Suppliers

Since suppliers typically benefit from lock-in, most strategies should either aim to increase it or decrease the incentive for customers to attempt to reduce it.

1.  Enhancing arguments for the added value of proprietariness in security systems.  This implies supporting the “security by obscurity” argument.  A reasonable variant to advance (and one that is frequently used in conditional access systems) is “defense in depth.”  In this approach, a security system has multiple “fall backs” that are used to increase the cost or reduce the impact of breaches [Anderson01]; the fall backs must necessarily be kept secret so the can be incrementally rolled out and must be attacked in turn.

2. Embedding security as a component in a rich collection of lock-in devices (e.g., other proprietary technologies, customer training investments, relationships) so that it is difficult to isolate it and reduce its impact.   Particularly potent in information technology is lock-in that derives from network effects.  Security based lock-in that enhances network effects is desirable; an example might be creating a digital rights management system in which content providers are encouraged to purchase an encryption system and users are encouraged to purchase (or given for free) a compatible client.  As content providers discover that most clients use the particular system, they are more incented to purchase that system’s encryptor, and as users discover that most content is encrypted under that system, they are increasingly incented to obtain the matching client.  The previously described privileged role of security technology in inhibiting reverse engineering by competitors (either technically or through the law) can now come into play.

3. Seek a compromise in which some potential lock-in profit is reduced but access to innovation is increased, in particular:

· Increased internal spending on innovation.

· Voluntary and attractive licensing terms or integration efforts to provide customers with access to innovations developed by others.

The goal here is to spend less on these initiatives than would be lost if the customer seriously incubated alternative suppliers in order to access innovation, and in particular to avoid the worst case of replacement as part of a process of serial lock-in
.

Government

Policy makers have a number of options.  To the extent security induced lock-in has resulted in convergence to a stable equilibrium that is not the globally optimal one (from the perspective of the public interest), policy makers should be interested in strategies to weaken the lock-in, providing, of course, that the medicine prescribed is not worse than the disease.  Options include:

1. Law and Regulation.  Policy makers can directly regulate the use of security technologies with a goal to avoiding their use in lock-in, as, for example in the case of the FCC’s rulemaking on navigation devices for cable television. [FCC]  Conversely, they may, intentionally or not, increase the role of security in lock-in, as arguably has occurred with the Digital Millennium Copyright Act. [DMCA]

2. Antitrust Actions.  Some versions of lock-in are caused by or associated with activities that are illegal under antitrust law and the use of security technology may be involved (for example, if it facilitates illegal tying).  In these cases, policy makers can pursue antitrust remedies.

3. Support for Standards.  The government has a successful history of supporting certain key security standards (e.g., DES and AES).  Some challenges exist, though, in internal tensions between desire to promulgate good security, and the concerns of military intelligence and law enforcement branches that would prefer that security not be too strong to preclude wiretapping.   A broadened role in either directly driving security technology standards or in creating a favorable environment for consortia and other bodies to develop security standards will tend to reduce the role of security in lock-in.

4. Nothing.  Under the “first do no harm” maxim, government can rely on the sophistication of customers to correctly anticipate security based lock-in and either secure the appropriate compensation or themselves develop initiatives to reduce the lock-in.  This seems more practical when customers have substantial market power (as in our cable example) than when they don’t (as in the case of consumers, particularly if competition among vendors at the beginning of lock-in cycles abates).

Conclusion

The cases of set-top boxes in the U. S. cable industry, video games and their cartridges, and printers and their cartridges all illustrate ways in which security technology can play an enhanced role in lock-in of customers by their suppliers through creation of substantial switching costs.   Openness of technology, normally an inhibitor of lock-in, can be argued against in the case of security on the basis of a presumed increase in security by keeping details of the security system secret and proprietary.  Whether open or not, security technology can be used to make permissible reverse engineering equivalent to an infeasible problem of breaking a cryptographically strong algorithm.  And what might appear to be permissible reverse engineering may be conflated with an effort to enable illegitimate piracy and rendered illegal.   The extra potential for security technology as a locus of lock-in raises its importance in the strategic considerations of both customers and vendors and for legislators and regulators.  Customers will want to consider how to reduce the effect of lock-in, particularly on access to innovation; vendors will want to consider how to increase lock-in where possible, and policy makers will want to consider where the public interest motivates efforts to intervene to mitigate lock-in.
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� Both members of the Department of Computer Science and the Interdisciplinary Telecommunications Program, University of Colorado at Boulder.


� A very related concept is “lock-out”, the extent to which a competitor is precluded from serving an incumbent provider’s customer.  The perspective of lock-out suggests framing the issue from a monopolistic behavior and anti-trust perspective (the relationship between competitors) as opposed to the emphasis on customer-supplier relationship of lock-in [Cohen].


� This particular phrase came up in testimony of Intel Senior Vice President Steve McGeady at the Microsoft antitrust trial in 1998 regarding a meeting in 1995 in which Microsoft Vice President Paul Maritz was describing his company’s strategy relative to HTTP and HTML web standards and the Java programming language [Goodin].


� For example, Scientific Atlanta’s top three customers, all MSOs, have accounted for well over half of its total sales in each of the fiscal years 2000, 2001, and 2002 [Scientific Atlanta].


� A position recently confirmed at the Consumer Communications and Networking Conference, Las Vegas, January 2004, where a Motorola (purchaser of General Instrument) representative on a panel stated that security will uniquely continue as a proprietary technology, albeit subject to some cross-licensing by different technology providers.


� In Section 47 of Implementation of Section 304 of the Telecommunications Act of 1996, Commercial Availability of Navigation Devices, Order on Reconsideration, CS Docket No. 97-80, May 13, 1999, the FCC states “We clarify that Section 76.1204(a) regarding the components of the security module allows for inclusion of circuitry used for conditional access functions.  We agree with Circuit City that, were the security modules to contain features and functions not related to security, commercial availability of navigation devices could be impaired.”


� Indeed, in a rare public disclosure of pricing, Motorola notes in its 2002 annual report that set-top box average selling price declined by 4% in the preceding year.


� For example, John Malone, frustrated at the availability of advanced set-top boxes from General Instrument, made a colorful public joke at GI’s expense before a large crowd at a Cable industry trade show in 1996 ([Robichaux], p. 171).


� This of course assumes that the competitor does not make it available through such means as open source and licensing.


� In fact, the role of modularization in effecting industry structure and the relative profitability at each stage of an industry’s value chain is increasingly recognized as a key to competitive strategy [Baldwin and Clark, Christensen]


� This strategy is consistent with an aggressive implementation of “open innovation” on the part of a supplier, in which external sources of innovation are systematically tapped through partnerships, licensing, and acquisitions. [Chesbrough]
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