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Abstract

       The buzz word that is re-energizing a struggling, telecom industry is Wi-Fi (Wireless Fidelity).Wi-Fi is the popular term for a high-frequency Wireless Local Area Network (WLAN).802.11 Wireless LANs communicate by radio waves that travel between a WLAN client running on a laptop or other computing device and an access point, which links wireless users to a wired Ethernet network. The Institute of Electrical and Electronics Engineers (IEEE) 802.11b standard together with 802.11, 802.11a, and 802.11g explain the Wi-Fi specifications.[1] The emerging technologies in Wi-Fi allow cars to be converted into mobile stations using Wi-Fi radios and ports, so they can be seamlessly connected to the Internet and exchange information at high speeds[2].  As the cars and emergency vehicles zip through the highway, it establishes sessions with different Access Points (AP) only for a very short time. Security and handoff mechanisms are the primary concerns for mobile Wi-Fi and  under these conditions already existing protocols like “SIAP(Secure Internet Access Protocol) and SLAP(Secure Link Access Protocol) protocols, use public keys together with the RSA and AES encryption algorithms to provide security and hand off functions.”[3] The paper proposes a method to provide AutheNZ (authentication/authorization) of clients to WLAN networks using a light weight token that will use only a fraction of the session time and hence will be helpful under these mobile conditions. The paper also discusses the structure of the light weight token, and the message flows between the AP’s and the client.
1.0 Introduction

A WLAN is a communication system that uses radio waves to transmit and receive information. Such networks maybe used as an extension to an existing Wired Local Area Network  and they offer the additional advantages of user mobility, simplicity of physical setup and scalability. Most wireless LANs operate in the 2.4 GHz unlicensed ISM frequency band. 802.11 Wireless LANs communicate by radio waves that travel between a WLAN adapter (client) running on a laptop or other computing device and an access point, which links wireless users to a wired Ethernet network. IEEE 802.11 is a shared, wireless local area network (LAN) standard. It uses the carrier sense multiple access (CSMA), medium access control (MAC) protocol with collision avoidance (CA). This standard allows for both direct sequence (DS), and frequency-hopping (FH) spread spectrum transmissions at the physical layer. The maximum data rate initially offered by this standard was 2 megabits per second. A higher-speed version, with a physical layer definition under the IEEE 802.11b specification, allows a data rate of up to 11 megabits per second using DS spread spectrum transmission. [4]

               Security has three main components namely authentication, encryption and key management. Authentication is to ensure that the trusted parties are authorized to exchange data, encryption is to protect the integrity of the data and key management is to allow the trusted parties to access the data or the messages. 802.1 x standards define authentication and key management but does not define encryption standards. Security for WLANs focuses on access control and privacy. WLAN security includes the use of Service Set Identifiers (SSIDs), open or shared-key authentication, static WEP keys and optional Media Access Control (MAC) authentication. [5] This offers a basic level of access control and privacy. Any device in the WLAN has a SSID which basically segments the subsystem. An SSID prevents access by any client device that does not have the SSID however an AP broadcasts its SSID in its beacon.  It is easy for hackers to sniff the beacon packets and determine this SSID. [5]

          The emerging technologies in Wi-Fi allow cars to be converted into mobile stations using Wi-Fi radios and ports, so they can be seamlessly connected to the Internet and exchange information at high speeds [2].  These mobile Wi-Fi services can be used for a variety of purposes like helping the police and other emergency vehicles in highways to broadcast accident warnings in a specific area [6].  As the cars and emergency vehicles zip through the highway it establishes sessions with different APs only for a very short time. The paper aims at answering the question “Is it possible to develop a lightweight token for authentication and authorization for mobile Wi-Fi networks?” In a typical case along a highway, Wi-Fi coverage extends for about 500 ft and a vehicle traveling at 60mph on a highway connects to an AP for less than 5 seconds before switching to another AP.  Under these circumstances the need for a lightweight token to authenticate and authorize the connecting devices is quite evident.  The token is an identifier that should not take much time to generate or propagate across APs, so that the communication link is continuous, secure and accountable. The paper proposes a method to provide AutheNZ of clients to WLAN networks using a light weight token that will use only a fraction of the session time and hence will be helpful under these mobile conditions. 

2.0 Assumptions

To simplify the research question a few conditions are assumed and have tried to focus on the authentication and authorization process of mobile wireless LAN. The key assumptions are:

       1) Every AP is provided by the same Internet Service Provider (ISP).

       2) Every AP can communicate to the next AP directly.

 3) The session between terminal or mobile station and an AP is established when the terminal is stationary before the terminal moves across the network.  

4) Every AP uses shared key authentication. 

The assumption that a single ISP provides all APs in the wireless network overcomes the problem that the terminal will have the different IP prefixes. Moreover it simplifies the data transfer from one AP to another AP. If two APs are provided by different ISPs all packets will be exchanged at gateways of ISPs and this causes the delay problem. In addition, the assumption that each AP can directly talk to each other also prevents the connectivity issue between the APs and in this case, the AP will not communicate to nearby APs. Therefore this assumption is justified. The final assumption is based on the configuration of an AP which can be configured to use either open authentication or shared key authentication. If an AP uses open authentication, it allows anybody to access its network. Therefore in this case, a token is not needed. The next section outlines token generation and propagation.

3.0 Token Generation and Propagation


The token generation and propagation is spread over the following phases: 

Phase 1
Figure 1: Phase 1
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In this phase the token is generated using a more rigorous technique as explained in the next section. Existing protocols like 802.11a will allow one access point to identify all other access points in its neighborhood. Using motion sensing, the direction of the vehicle can be determined as it starts moving and the tokens that are generated at Phase 1 are propagated to the next access point before the vehicle reaches the range of the next access point. 

Phase 2 

Figure 2: Phase 2
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 In Phase 2, assuming a perfect hand-off situation using SIAP and SLAP [3] the client connects to the next access point and also sends the token. At the access point the token from the vehicle is compared with the one that is obtained from the previous access point.  If these tokens match, then the session is re-established but this process is transparent to the user. The following finite state diagram explains the phases for token propagation and generation.

Figure 3: Finite state diagram for token comparison process
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4.0 Authentication and Authorization procedures
This section describes the procedures for one terminal to communicate with a wireless network. The process of session establishment occurs when the terminal is stationary. The terminal’s token assigned by the AP, will be used for AutheNZ to the next AP. A copy of the same token will be propagated from the AP to the next AP. After the session is established, the terminal is allowed to move from one AP to the next one. During mobility, there are two processes that have to be considered. The first process is the communication between APs in order to propagate a token from one AP to another AP. The second process involves token comparison. Once the terminal moves to a new AP, it transmits its token to the AP and the AP will compare this token to the token it received from the previous AP. 

Figure 4: Message Flow Diagram Notation

IDterm -Terminal’s Identification

Nterm    - Nonce from the terminal

PUterm - The terminal’s public key 

Term info- Information about terminal

Netinfo- Information about the network

Ks - Session key for this session 

Ka - Authentication key which might be used for message authentication code

EK’ -Encryption is using another key between the server and the AP

PKAP – Private key of the AP

PUAP-Public key of the AP

PUterm- Terminal public key

KAP-AP- Unique session key for encryption all messages communicated between AP’s

MAC- Message authentication code.

Figure 5: Phase 1- Stationary Phase
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There are four processes to establish the session between a terminal to an access point:

1. Request Message

A terminal sends a request message to the AP in clear text. The message consists of the following,


- Terminal’s identification (IDterm)


- Nonce from the terminal (Nterm) and


- The terminal’s public key (PUterm)

The entire message will be: 
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2. Checking Authentication

After the AP receives the request message it will forward IDterm to its server for checking the identification of the terminal.

3. Verified Identity

The Server will verify the identity of terminal and if it is a valid terminal, it will send back the information about terminal to the AP. This information includes,


- Information about terminal (Terminfo)


- Session Key for this session (Ks)

- Authentication Key (Ka) which might be used for message authentication code 


- Token

This token will be used to perform AutheNZ for every AP after the terminal moves across the network. The token’s structure will be discussed in the next section. The message from the server to the AP will be: 
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EK’ means that the encryption is using another key between the server and the AP and the encryption description is beyond the scope of the paper.

4. Response Message

Before the AP sends the response message to the terminal, the message is signed by its private key (PKAP) and it appends its public key (PUAP) to the message so that the terminal would be able to decrypt its signature. Then the whole message will be encrypted again by terminal public key (PUterm) to provide message confidentiality. The message includes:


- Nterm

- Terminfo

- Netinfo

- Session Key for this session (Ks)


- Authentication Key (Ka)


- Token


- AP’s public key (PUAP)

Therefore, the entire response message will be:
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4.1 Access Point to Access Point communication

From the assumptions, both APs communicate to each other using another unique session key (KAP-AP) for encrypting all messages communicated between them. This session key will last for a period of time before both APs generate a new session key. When the terminal moves from one AP to another AP, the new AP will forward the information about the session of this terminal. The message includes:

· Token for AutheNZ

· Authentication key (Ka)

· Session key between the AP and the terminal (Ks)

       Figure 6: Access Point to Access Point Communication
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4.2 Terminal to next AP

When the terminal moves to new AP it will send its token to the new AP. The session key (Ks) will encrypt this token. The message authentication code (MAC code) is calculated from the cipher-text and authentication key (Ka) and then appended to the message. Therefore, the message from the terminal will be:
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When the new terminal receives this message it will use the Ks received from the previous AP to decrypt the cipher-text and then calculate the MAC code by using Ka received from the previous AP. If the comparison between the token from previous AP and the token from the terminal is the same then that terminal is a valid terminal and it will be able to access the network. There are two primary reasons for using the MAC code:

1. It provides the function of checksum which indicates the error of the message

2. MAC code also provides message authenticity and integrity 

The next section describes the token structure in detail.

5.0 Token Structure

Figure 7: Token Structure
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I - Identifier bits (2 bits)

   -  00 - Authentication performed

   -  01 - Authorization complete

   -  10 - Session in Progress

   -  11 - Session Terminated

The identifier bits will help to identify the token states along with checksum without checking the entire token.  This will speed up the comparison process, especially in cases where the AP deals with hundreds of tokens at the same time. 

TOS - Reserved for future use (6 bits)

This is provisioned for future use. The type of service field will identify the service that the user has subscribed to. The bits will be set based on the subscribed service and if the user tries to use any other service, error message will be sent back to the user.  This will avoid the token being sent to the server every time the user tries to use a new service. 

Sequence Number (16 bits)

The primary objective of sequence number is to protect against replay attacks. Under normal circumstances, the client will increment the sequence number and send it to the new access point.  The AP that forwards the token to the next AP will also increment this number. If there is a man in the middle attack or replay attacks on the token, the AP will recognize the attack because the sequence number will not be incremented.   

MAC Address - 48 bit machine address (HW)

The 48 bit MAC address of the laptop.

6.0 Theoretical Timing Analysis

This section outlines the delay calculations at each stage. At the stationary phase, the total delay consists of the following delays:

1. DelayTerm: this is processing time for the terminal before sending any request message to the AP.

2. DelayTerm-AP: the transmission delay from the terminal to the AP. 

3. DelayAP1: the processing time for an AP to process the request message received from the terminal.

4. DelayAP-Server: the transmission delay when the AP forwards the packet to its server to verify the terminal’s identity

5. DelayServer: time for server to process and initiate session key and authentication key

6. DelayServer-AP: delay time occurred when server sends the response message to the AP in order to provide session key, authentication key, and any information for terminal and access point.

7. DelayAP2: processing time for the AP when it receives message from the server.

8. DelayAP-Term: transmission time from AP to the terminal.

DelayTerm-AP
· The message size is 192 bits

· Average transmission rate between terminal and AP is 2 Mbps.

· 
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DelayAP-Server
· Assume that the average transmission rate is 45 Mbps.

· The message size is 100 bits

· 
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DelayServer-AP
· DelayServer-AP includes delay from encryption and decryption the message, and delay from transmission.

· The message size is 465 bits

· If the AP and server can encrypt and decrypt message at the rate 3 Mbps

· 
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· 
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DelayAP-Term
· DelayAP-Term includes delay from two steps of encryption and two steps of decryption the message, and delay from transmission.

· The message size is 832 bits

· The encryption and decryption are based on asymmetric key encryption at the rate 1 Mbps.

· 
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· 
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Mobility Phase

Total delay in this phase consists of:

1. DelayTerm: this is processing time for the terminal before sending token to the next AP.

2. DelayTerm-AP: the transmission delay from the terminal to the AP. 

3. DelayAP: the processing time for an AP to process token comparison.

4. DelayAP-Term: transmission time of sending and ACK from AP to the terminal.

DelayTerm-AP
· The packet size is 512 bits
.

· The encryption and decryption use 3DES with the rate of 3 Mbps.

· MAC code can be processed at the rate of 20 Mbps

· 
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· 
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· 
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DelayAP-Term
· The message size is 20 bits

· 
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7.0. Mobility Prediction

The main purpose of using motion sensing algorithms is that mobile users must be able to seamlessly connect to the APs along the highway and the token needs to be propagated between these APs so that the user has a secure connection for the whole session duration. Most of the algorithms which predict user movements make use of the fact that there is a previous database maintained which has a history of the user’s mobile patterns. This data is just utilized so that the user’s new location can be predicted. This ensures that the client can utilize the service and connectivity issues would not be an issue.        

Secure Internet Access Protocol is used in our project since this facilitates mobility and token propagation. The token propagation in this case is initiated by the client and it sends the token to the APs in the network. The APs then validate the token and this method has its own advantages. The client initiates the process and hence the token is propagated only to the required access points and there is no need for any inter-AP protocol. However since  our model assumes that the APs can talk to each other, this problem will also not arise [3] The client can identify reachable network domains by the “beacons” it can receive from the nearby access points. The client can take into account various parameters like previously configured preference given by the user in order to connect to a specified domain. Further research can be done to finalize on the optimum number of AP’s to which the token can be propagated.

8.0. Simulation
To simulate the test  environment two simulation packages namely NS2 and Javasim are compared and the former was chosen due to the following reasons:
1) It has good support for 802.11b routing protocols (AODV, DSDV, DSR, TORA)
2) It offers support for simultaneous, multiple TCP connections
3) Scalability possibility and simulation in terms of time is fairly close to
the estimated results
4) It has evolved extensively and is widely accepted in academic circles
5) It has support for animation like NAM to view the topology and message flows.

           The environment for the experiment is outlined below. For the experiment, four access points were created, one authentication/authorization server that provides the token, one application server and a client that moves across the topology connecting to the access points. Four FTP connections over TCP were also created and Exponential distribution was used between access points 2 and 3.  Wired routing was also provided between AP 1 and the AutheNZ server with a 100 Mb, 2 ms delay with conditions close to the real world situation.  Window length of 100 was also incorporated. The time interval between the client request and the acknowledgement from the server containing the token is 0.017986389s.  It also took 0.0069s to establish the routes to the neighboring Access Point [AP 1 -> AP 2].  This only happens at the initial stage or whenever route updates take place. If SIAP and SLAP were to be used, the processing overhead in both client and AP is about 1ms [3].  Adding the 2ms delay between the AP1 and the AutheNZ
server, the time interval between the request and the token received by the client is 0.021986389s, ignoring the processing time for encryption and decryption. These initial results are encouraging even if the session time is as low as 4 seconds.  It also provides us the valuable information that if the session is disconnected while the vehicle is in transit, it is possible to provide a new token and the session can continue without the necessity of stopping the car.
9.0 Conclusion

The main idea of the paper was to look at the feasibility of developing a lightweight token that can provide AutheNZ at a fraction of the session time.   the theoretical calculations and the initial simulation results prove that even for a session time as low as 4 seconds only a fraction of this time in the order of  0.1 s is utilized for AutheNZ purposes. The message flows discussed between the APs and the client also prove that efficient and secure wireless communication is possible from within the automobile. This can be extended so that in the future any car can be converted into a mobile workstation with faster connection speeds and secure communications.
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� With Pentium II, The 3DES encryption can be processed at the rate of 3 Mbps (Stallings, 2003)


� The token size is much smaller than the packet size. However, we need to add padding bits in order to perform MD-5 calculation.
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