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CHAPTER 1

INTRODUCTION

The Internet is a vast network of computers which is used for communications.
Over the past few decades the Internet has grown in size incomparable to any
other technology. The Internet which was for a few decades ago available only to
the scientific community is today a tool which is widely available to the common

user.

As each day passes, the present day Internet is exploited more and more
for day to day communications. Corporations and individuals alike are using the
Internet today for private and corporate communications. The Internet today
caters to a multitude of people with different needs. Simple tasks such as sending
and receiving e-mails, chatting online with friends and co-workers, browsing and
surfing the web, downloading music and videos to complex functions such as
organizing an online corporate meeting with voice and video, broadcasting live
music and video, switching voice traffic from the traditional PSTN circuit
switched network on the Internets packet switched network are some of the tasks

performed daily on the Internets’ complex network.

The traditional Internet as designed in the early 1970s was aimed
primarily for packet transmission over a switched network. Delay, latency,

bandwidth, packet loss and jitter on the networks were factors that were not



considered to be of much importance when the initial simple networks were built.
Due to the complexity of present day applications and communication needs, the
above factors which influence the quality of communications bear a lot of

significance.

Various efforts have been made is the past to introduce mechanisms to
request, control and provide for the requested quality of service over the Internet.
In the context of this work Quality of Service refers to the ability of the network
provider or the network by itself to provide certain guarantees for the transmission
of the requestors’ traffic. This would eventually change the traditional Internets’

best-effort service model to a controlled and regulated effort service model.

1.1.  Hypothesis

Internet Protocol version 4 (IPv4) is the current widely deployed Layer 3*
protocol on the Internet. Due to the rapid and vast growth of the Internet,
researchers are developing the next version of IPv4 namely Internet Protocol
version 6 (IPv6) to counter the growth and to allow for more functionality. Work
on the IPv6 protocol has been ongoing for almost a decade and the protocol is
currently in the experimental stage. The basic framework for the protocol has

been built and widely accepted. Many corporations and Internet Service Providers

! The Inter Protocol (IP) operates at Layer 3 of the Open Systems Interconnect (OSI)
model protocol stack



have already deployed the protocol in their production networks. Researchers and
corporations all over the world are working together to define and provide for

additional functionality for this new protocol.

One such functionality provided by IPv6 is the provision of a 20 bit field
in its header for provision of Quality of Service. This 20 bit field is known as the

Flow Label field. The content of this field is not yet currently defined.

In this thesis, | propose an approach in which the current unspecified 20-
bit Flow Label field in the IPv6 header can be efficiently used to indicate the
necessary Quality of Service requirements as dictated by the present day Internets
data, voice and multimedia communication needs. | support my approach by
qualitatively analyzing the various QoS proposals and architectures and then
propose a specification which satisfies all requirements for indicating the required

QoS at the network layer.

1.2. Motivation

Communication over the Internet involves data, voice and multimedia
communications. Current communication needs dictate certain Quality of Service
requirements. Live voice and multimedia communication for example require a
certain guarantee since they are Real-Time-Intolerant in nature. Various protocols

designed for packet communication over the Internet have provided for features



which enable a network provider or the underlying network to provide for the

requested Quality of Service.

The architects of IPv4 did not provide for a rich feature set which would
enable the network to provide for levels of Quality of Service. IPv4 provided the
ability to mark the packets into different classes of service (CoS). An intelligent
device such as a router could offer a differentiated level of service based on the

packets’ marked class.

The framers of the IPv6 protocol noted the Quality of Service
requirements and provided for an enhancement in the protocol design. IPv6 offers
a 20 bit field in its header called the Flow Label field which can be used to set the
various parameters by a QoS enabled device. The content of the flow label field
has still not yet been exploited. This thesis work makes an effort to contribute to
the development of the protocol by proposing an approach for using the 20 bits in

the flow label field to indicate the requested Quality of Service.

1.3.  Thesis Overview

The term Quality of Service is often used in different context by different
entities. To a backbone engineer in an ISP, QoS means the ability of the network
to forward packets across the network backbone with limited or acceptable delay

and no jitter. More often top level ISPs are equipped with huge bandwidth which



is more often termed as the ‘capacity glut’ and hence it is not evaluated as an
important criterion for providing QoS. To a smaller ISP, the bandwidth may be
something to be taken into consideration along with the other factors since the
smaller ISPs have connections to the larger ISPs at fewer points. This might be an
object of concern if the smaller ISPs have a large volume of customer traffic and
limited bandwidth to pass on this traffic across their network and to the upstream
ISP. To the customer QoS refers to the ability of his provider and the entire
network to provide for an end-to-end service which guarantees the customer with
enough bandwidth to carry his traffic, no packet loss, limited delay and limited or
no jitter. This is more important for a customer who intends to use the Internet for
voice and multimedia communications. On the contrary to a Sales Engineer QoS
offered by his network is basically an enhancement offered by the provider which
would allow the Sales Engineer to market his products with added functionality.
In the context of this work, QoS refers to the ability of the network or the network
provider to provide for varying levels of service based on the requirements of the
customer. The customer or the QoS enabled device has the ability to request for
resources or request for control over certain parameters which influence packet

communication.

This work concentrates on developing a scheme for indicating required
QoS between nodes in the Internet. The majority of the Internets nodes or routers
operate at layer 3 of the OSI stack. Widely used architectures and protocols such

as TCP/IP, MPLS, ATM and Frame Relay offer a means for providing Quality of



Service. Each architecture or protocol define and provide for Quality of Service in
a way unique to the architecture or protocol. Protocols at various layers of the OSI
stack are also equipped to provide for QoS depending on how QoS is defined at
that layer. This work reviews the various technologies and identifies the various
parameters which are required to provide for varying levels of QoS for the IPv6
protocol. As an outcome of the research this work suggests a scheme which can
be implemented to provide QoS using the 20 bit flow label field in the IPv6

header.

Research Question: How can the 20 bit Flow Label field in the IPv6 header be

used to indicate the desired Quality of Service over the Internet?

Significance: Ongoing research is being performed by the Internet Engineering
Task Force (IETF) IPv6 working group to develop QoS enhancements for the
IPv6 protocol. Concurrently the IETF IP Performance Metrics Charter (IPPM)
and the Internet Traffic Engineering Charter (TEWG) are working on providing
guidelines and solutions for providing QoS over the IP network. Provision of QoS
using the IPv6 protocol will enable users to request for certain levels of service
from their providers. It will also enable the providers to engineer and provide the

requested levels of service to its consumers

Contestability: This work is important since it provides a solution for using the 20

bits in the IPv6 flow label field to indicate the required QoS from the network.



Currently the 20 bits of the Flow Label field are unused. This work aims at

providing an acceptable scheme for using the 20 bits of the Flow Label field.

Specifics: The outcome of this work is a definition of what the 20 bits in the Flow
Label fields should represent. The work addresses the issue of using the 20 bit

Flow Label field specifically.

Methodology: The thesis methodology is inductive in nature. It gains theoretical
view points from certain cases and applies this to gain a solution. An engineering
research method is adopted in this work where in various proposals, architectures

and solutions are studied and a solution which best fits current needs is proposed.



CHAPTER 2

OVERVIEW OF BACKGROUND MATERIAL

A review of the current architectures and protocol support for providing QoS over
the Internet is necessary to better understand the nature and requirements of QoS.
In this study, QoS support in architectures and protocols such as TCP/IP, MPLS,
ATM and Frame Relay are briefly reviewed to observe how these architectures
and protocols are geared towards offering QoS on the Internet. Also a review of
the current widely used QoS architectures such as IntServ and DiffServ and the
current efforts of the IETF are included to understand the constraints and needs of
QoS. The aim of these reviews is to produce a set of useful and concise
requirements which can be used to effectively architecture the 20 bits of the IPv6

Flow Label.

2.1.  Definition of QoS

The Internet was traditionally built to carry traffic on a best-effort service
model. In a best-effort service model the networks and the underlying network
elements and protocols transported the users’ traffic from the source to the
destination but did not provide the user with any guarantee of packet delivery. In
the event of congestion introduced due to the lack of bandwidth the Internet
would drop the packets. Additionally the Internet would also not provide with any

guarantees with respect to the time in which the data was transported. This default



behavior of the Internet is not suitable for real time traffic such as voice and
multimedia traffic. A certain assurance needs to be provided to the user in case of

a network congestion or delay.

Quality of Service refers to the ability of the network, its elements and its
providers to provide for a certain assurance and consistency to transport a users’
traffic. QoS can be defined as “any mechanism that provides distinction of traffic
types, which can be classified and administered differently throughout the
network” [Ferg98]. The above definition can be explained further with a brief
example. Consider an organization which intends to have a remote video
conference over the Internet with its remote branch situated at a different
geographical location. The nature of this traffic begin real-time intolerant requires
that the network it passes through, transports the traffic with limited or no delay
and jitter. Also the network transporting this traffic needs to control all the packet
loss parameters in order to ensure that none of the packets in the transmission are
lost. The network also could ensure that in the case where the bandwidth is scarce,
the network has to reserve enough bandwidth for this traffic to pass through. QoS
mechanisms allow the application or the user to request for a certain guarantee
thereby classifying the packets of this transmission into a separate class or flow.
QoS mechanisms also allow the network administrator to administer and control
the resources necessary for the successful transmission of these packets. Finally

QoS mechanisms allow the intervening routers to process this request by
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reserving network resources such as bandwidth and controlling delay, jitter and

packet loss.

2.2.  Importance and Use of QoS

The present Internet has become a media that carries data, voice and
multimedia traffic. The applications used today such as those for VOIP, online
video conferencing, content multicasting etc. are more differentiated and require
different levels of service for real-time and non-real-time traffic [Hagen02]. To
provide these different levels of service a certain Quality of Service has to be
assured and provisioned for the user. Currently the consumer market for the
Internet is growing and encompasses various types of consumers with varying
needs. Quality of Service measures provides for the consumers who expect
consistent quality regarding throughput, delay or jitter [Hagen02]. QoS introduces
intelligent management techniques and avoids delays for sensitive traffic in the

event of network congestion [Alcatel99].

A service request from a customer forms a contract between the customer
and the Service Provider [Tann97] and QoS ensures that the service requested by
the customer is provided by the Service Provider. QoS aids in accountability for
the customer as well as the Service Provider. Finally competition will be
introduced between ISPs to provide for better QoS thus aiding the consumer

[Ferg98].
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2.3.  Issues related to QoS

QoS has not been an area that has been widely understood and accepted
with various individuals and organizations defining it to suit their requirement.
“Quality of Service (QoS) is one of the most elusive, confounding, and confusing
topics in data networking today” [Ferg98]. Efforts by organizations such as the
IETF are underway to better define QoS and the underlying principles and

practices that govern this technology. Along with this QoS faces various issues.

Various network protocols offering QoS support such as IP, ATM, MPLS
operate in the Internet which give rise to the problem of choosing the correct
protocol for a specific setup and the ability to integrate the various protocol to
offer an end-to-end QoS support [Alcatel99]. Various QoS architectures such as
IntServ and DiffServ have been developed but there has not been a common
consensus on which technology to use [Hagen02]. Bandwidth is not infinite and
introducing QoS in a bandwidth deprived network does not offer any solution.
QoS does not increase the bandwidth but only aims at utilizing it as effectively as
possible [Alcatel99]. Reliable QoS measuring tools have not been developed
which would provide the Service Provider and the customer to determine whether
adequate QoS capability is being provided [Ferg98]. The IPPM charter of the
IETF is currently working on providing a baseline for defining QoS
measurements. Vendor support to QoS is mostly through integrated software that

offers QoS support. This might relatively cause a performance drop due to the
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delay introduced in the processing and hence it is essential that QoS be supported

at the hardware level too [Alcatel99].

2.4. Parameters used to measure QoS at the Network Layer

The traditional parameters used to measure Network QoS have been
bandwidth, delay, buffer requirements, packet loss, latency and jitter [Hagen99]
[Ferg98]. Bandwidth is also commonly known as throughput. The bandwidth of a
link refers to the ability of the link to transfer data at a rate expressed commonly
in bits per second. Higher bandwidth provides the link with a higher capacity to
transport data at a faster rate. Bandwidth is an important factor in evaluating and
providing for QoS since lower bandwidth links lead to congestion, packet loss and
packet transmission delays when there is too much data to be transported on the
link. Delays in packet transmission affect the quality of real-time traffic. Real
time traffic can be categorized on Real-Time-Tolerant (RTT) and Real-Time-
Intolerant (RTI) traffic. Live video feeds and multimedia traffic are examples of
real-time intolerant traffic. Packets belonging to such traffic require minimal
delay across networks. Real-time-tolerant traffic such as an audio streaming
session can tolerate a little delay in transmission due to the buffering and
reconstruction capabilities offered by intelligent end devices. To assure adequate
QoS, delay has to be kept minimal. Packet loss results due to various factors such
as low bandwidth and congestion on links. Intelligent end devices are capable of

reconstructing data using various algorithms. But extreme packet losses may
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result in the inability to reconstruct data. Also RTI applications are very sensitive
to packet losses. Latency is defined as the time taken for a packet of data to move
from the source to the destination. Latency is a combination of all delays accrued
during the packet transmission such as the propagation delay, the transmission
delay, the processing delay and other induced delays. Latency is commonly
measured by the round-trip-time which is the time taken for a packet to travel
from the source to the destination and back to the source. Latency can be
introduced at various points in the path. While offering end-to-end QoS this is an
important parameter that has to be considered. The QoS enabled devices have to
negotiate such that the latency in-between various points along the path are kept
minimal. Jitter is defined as the variation in the delay introduced between
different packets of a single transmission. Jitter may be caused due to timing
issues, bandwidth constraints, network congestion or a synchronization problem.
End systems are capable of buffering data and handling delays in order to provide
the packets in a synchronized format to the upper layers. Jitter introduces
uncertainty and makes it difficult for the intelligent algorithms to buffer and
reconstruct data. This is very important for RTI traffic. Jitter is hence considered

an important parameter in evaluating QoS.

To provide for efficient QoS on the Internet the quality, performance, and
reliability of Internet data delivery services has to be studied and known.
Parameters have to be identified which allow us to study and measure the Internet.

The IETF IPPM working group (IPPM-WG) is involved in defining specific
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metrics and procedures for accurately measuring and documenting these metrics®.
The IPPM-WG is currently developing procedures for measuring the individual
metrics and how these metrics characterize features that are important to different
service classes, such as bulk transport, periodic streams, or multimedia streams
[IPPM-WG]. The IPPM has identified the following metrics to measure IP

performance:

1. Connectivity
RFC 2678 lists the various metrics to measure connectivity between pairs of
hosts (IP addresses) on the Internet [RFC2678]. It defines five analytic®
metrics namely Type-P-Instantaneous-Unidirectional-Connectivity (measures
Instantaneous One-way Connectivity), Type-P-Instantaneous-Bidirectional-
Connectivity (measures Instantaneous Two-way Connectivity), Type-P-
Interval-Unidirectional Connectivity (measures One-way Connectivity), Type-
P-Interval-Bidirectional-Connectivity (measures Two-way Connectivity) and
Type-P1-P2-Interval-Temporal-Connectivity (measures Two-way Temporal

Connectivity).

2 The Working Group can he accessed online at http:/ietf.org/html.charters/ippm-
charter.html

3 An analytical metric refer to those metrics defined in terms of the theoretical, abstract
properties of the components. These are the properties used to analyze the component
mathematically [Pa96]
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2. One-way delay and loss
RFC 2679 defines the Type-P-One-way-Delay singleton* analytic metric “to
measure a single observation of one-way delay” [RFC2679]. Using this metric
it introduces the Type-P-One-way-Delay-Poisson-Stream sample® analytic
metric used “to measure a sequence of singleton delays measured at times
taken from a Poisson process”. RFC 2680 defines the Type-P-One-way-L0ss
singleton analytic metric “to measure a single observation of packet
transmission or loss” [RFC2680]. Using this metric it introduces the Type-P-
One-way-Loss -Poisson-Stream sample analytic metric used “to measure a
sequence of singleton transmissions and/or losses measured at times taken
from a Poisson process” [RFC2680].

3. Round-trip delay and loss
RFC 2681 defines the Type-P-Round-trip-Delay singleton analytic metric “to
measure a single observation of round-trip delay” [RFC2681]. Using this
metric it introduces the Type-P-Round-trip-Delay-Poisson-Stream sample
analytic metric used “to measure a sequence of singleton delays measured at

times taken from a Poisson process” [RFC2681].

* RFC 2330 defines a singleton metric as “By a ‘singleton’ metric, we refer to metrics
that are, in a sense, atomic. For example, a single instance of “bulk throughput capacity” from one
host to another might be defined as a singleton metric, even though the instance involves
measuring the timing of a number of Internet packets.”

® RFC 2330 defines a sample metric as “By a ‘sample’ metric, we refer to metrics derived
from a given singleton metric by taking a number of distinct instances together. For example, we
might define a sample metric of one-way delays from one host to another as an hour's worth of
measurements, each made at Poisson intervals with a mean spacing of one second.”
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4. Delay variation
RFC 3393 defines the Type-P-One-way-ipdv single analytic metric “to define
a single instance of an ipdv® measurement” [RFC3393]. Using this metric it
introduces the Type-P-one-way-ipdv-Poisson-stream sample analytic metric
“to make it possible to compute the statistics of sequences of ipdv
measurements” [RFC3393].

5. Loss patterns
RFC 3357 defines two derived metrics namely the Type-P-One-Way-Loss-
Distance-Stream and Type-P-One-Way-Loss-Period-Stream “used to capture
packet loss patterns” [RFC3357]. RFC 3357 notes that “The loss period metric
captures the frequency and length (burstiness) of loss once it starts, and the
loss distance metric captures the spacing between the loss periods.”
[RFC3357]

6. Packet reordering
The “Type-P-Reordered’ metric is defined to classify “arriving packets with
sequence numbers smaller than their predecessors as out-of-order or
reordered” [ID2004]. The memo also defines sample metrics “to quantify the
extent of reordering in several useful dimensions” [ID2004]. It also defines
additional metrics to “quantify the frequency of reordering and the distance

between separate occurrences” [ID2004].

®IP Packet Delay Variation (ipdv) is the difference between the one-way-delay of the
selected packets [RFC3393]
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Bulk transport capacity (BTC)’

RFC 3148 defines the “Congestion Avoidance Capacity” (CAC) metric as
“the data rate (bits per second) of a fully specified implementation of the
Congestion Avoidance algorithm, subject to the restriction that the
Retransmission Timeout and Slow-Start algorithms are not invoked”
[RFC3148]. RFC 3148 “...defines a framework for standardizing multiple
BTC (Bulk Transport Capacity) metrics that parallel the permitted transport
diversity” [RFC3148].

Link bandwidth capacity

Work is still ongoing at the IETF to define the link bandwidth capacity

metrics. No documents have been published at this time.

Current architectures and protocol support

This section provides a review of the QoS support offered by the current

architectures and protocols over the Internet.

2.5.

1. TCP/IP

TCP/IP is the most commonly used end-to-end protocol suite on the

Internet. The TCP/IP protocol stack is equipped with providing for QoS at various

"™Bulk Transport Capacity (BTC) is a measure of a network's ability to transfer

significant quantities of data with a single congestion-aware transport connection (e.g., TCP).”
[RFC3148]
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layers. The IPv4 protocol which operates at Layer 3 of the TCP/IP stack provides
for a TOS (Type of Service) field in its header to provide for Differentiated Class
of Service (CoS). Differentiated CoS provides for a method in which the traffic is
classified into different classes so that the various traffic classes can be handled
differently when they move across the network [Ferg98]. At the IP layer the
differentiation is performed by identifying and classifying traffic based on a
combination of elements such as the Protocol, Source Port, Destination Port,
Source address, Destination address, Ingress interface and the flow associated
with the particular packet [Ferg98]. The two common approaches proposed to
differentiate traffic using IPv4 are the per-flow differentiation and the

differentiation using the IP precedence bits in the IPv4 TOS field [Ferg98]

RFC 1363 defines a flow specification for information and possible
experimentation. It defines a flow specification (flow spec) as “ ... a data
structure used by internetwork hosts to request special services of the
internetwork, often guarantees about how the internetwork will handle some of
the hosts’ traffic” [RFC1363]. RFC 1363 lists a flow spec which could be used
“... to describe any flow requirement, both for guaranteed flows and for
applications that simply want to give hints to the internetwork about their

requirements” [RFC1363]. The format of the flow spec listed in RFC 1363 is

shown in figure 2.1.
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0 9 9 9 01
Version Maximum Transmission Unit
Token Bucket Rate Token Bucket Size
Maximum Transmission Rate Maximum Delay Noticed
Maximum Delay Variation Loss Sensitivity
Burst Loss Sensitivity Loss Interval
Quiality of Guarantee

Figure 2.1: A Flow Specification
Source: RFC 1363
The RFC discusses that the proposed flow spec is intended to indicate
service requirements for a single direction only and multi direction requirements
need 2 flow specs. It also lists that, to characterize a unidirectional flow, the flow
spec needs to characterize how the flow's traffic will be injected into the network,
characterize sensitivity to delay, characterize sensitivity to distortion, signal
sensitivity to loss of data and indicate what type of service guarantee the

application desires.

Several protocols such as RSVP have been developed to classify packets
based on flow state. A brief discussion about these approaches will be introduced
in the section which describes the Integrated Services (IntServ) model. Flow
differentiation requires the nodes on the Internet to maintain state information and
process the flow information which might add to the computation overhead

[Ferg98]
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RFC 791 specifies Internet Protocol Version 4(IPv4). The Type of Service
field in IPv4 is a key mechanism of the IP service and is used to indicate the
quality of service desired by the user or an application [RFC791]. The IP packets
can be marked with an abstract or generalized set of parameters which can be
used to guide the routers to indicate the choice of service that are provided by the
networks forming the Internet [RFC791]. The service types are based on the
factors of delay, throughput and reliability [RFC791] [Ferg98] [Stevens99]. The
IPv4 header consists of an 8 bit Type of Service (TOS) field to provide for the
classification of service. Originally, the first three bits in this field were used to
set the precedence, the next three were used to signify delay, throughput and
reliability parameters and the last 2 bits were reserved for future use [RFC791].
The header format and the contents of the TOS field as described in [RFC791] are
shown in figure 2.2.

0 1 2 3 4 5 6 7
PRECEDENCE (D | T|R |0 |0

Figure 2.2: IPv4 TOS field
Source: RFC791

Bits 0-2: Precedence.

Bit 3: 0= Normal Delay, 1 = Low Delay.

Bits 4: 0 = Normal Throughput, 1 = High Throughput.
Bits 5: 0 = Normal Reliability, 1 = High Reliability.

Bits 6-7: Reserved for Future Use.

Precedence
111 - Network Control
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110 - Internetwork Control
101 - CRITIC/ECP

100 - Flash Override

011 - Flash

010 - Immediate

001 - Priority

000 - Routine

Currently the 3 bit precedence field® is ignored [Stevens99] and the next 4
bits are used to denote the QoS parameters necessary to classify the packets into
different classes [Ferg98] [Stevens99] [RFC1349]. The current implementation
uses bits 3 through 6 to set values for delay, throughput, reliability, monetary cost
and normal service. The semantics for the 4 bits is as follows:

1000 -- minimize delay

0100 -- maximize throughput

0010 -- maximize reliability
0001 -- minimize monetary cost
0000 -- normal service

Monetary cost can be minimized by using optimal routing solutions.
Routing protocol support based on the TOS field have been developed in routing
protocols such as OSPF and IS-IS to enable the computation of paths based on the

value specified in the TOS field [Ferg98] [Stevens99] [RFC1583] [RFC1195].

® The Precedence field was used to denote the importance or priority of the datagram
[RFC1349]
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The TOS field has never been used extensively and uniformly [Ferg98]
[Stevens99]. The TOS values are fixed and represent a limited and small set of
QoS definitions. This raises scalability issues when larger QoS definitions are
required to handle larger and differentiated traffic volumes [Ferg98] [RFC1363].
In such a scenario parametric service (using flows) results in better optimization
of the network since it makes it possible to define various parameters as opposed

to the well known constant values specified by the TOS field [RFC1363].

Transmission Control Protocol (TCP) which is the layer 4 protocol in the
TCP/IP architecture provides for QoS by supporting features such as Congestion
Management, Queue Management, Link Efficiency, Traffic Shaping and Traffic

Policing [Stevens99] [RFC793].

2.5.2. Frame Relay

Frame Relay was a technology developed to offer packet-switched
network services for ISDN networks. Frame Relay is a “...high-performance
WAN protocol that operates at the physical and data link layers of the OSI
reference model” [Cisco04]. CCITT recommendation Q.921 specifies the framing
format for Frame Relay. It uses the Forward Error Congestion Notification
(FECN), Backward Error Congestion Notification (BECN) and the Discard
Eligible (DE) bits in the Frame Relay header to provide for congestion control

mechanisms.
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Every Frame Relay Virtual Circuit (VC) is administratively configured
with a Committed Information Rate (CIR) which is the maximum transfer rate
allowed on the particular VC [Ferg98] [StallingsO1]. When a node transmits at a
rate greater than its allotted CIR, the DE bits in the excessive frames are set and in
the event of a congestion on the Frame relay network, these frames are discarded
by the switches on the network [Stallings01] [Ferg98]. This allows for the
accommodation of traffic bursts and also enables the Frame relay network to

control congestion [Ferg98].

BECN bits are set in the frame header when any frame relay switch
notices congestion on the frame relay network. BECN bits inform the originating
node to restrict the transmission of additional traffic. FECN bits on the other hand
are set by any switch on the frame relay network to inform the receiving node of

possible delays due to congestion.

25.3. ATM

Asynchronous Transfer Mode (ATM) was a technology developed by
ITU-T to provide a common format for voice, video and data services with
different bandwidth requirements. ATM uses standard 53 byte size cells to

transport voice, video, or data traffic over high-speed transmission media, such as
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T1, T3, E1, E3 and SONET [Stallings01]. Currently the ATM Forum® manages

the standards and specifications related to ATM.

ATM has a rich feature set for providing QoS over ATM networks. The
ATM service architecture provides for the definition of six service categories
which can be requested during connection setup [AFTM99]. The ATM services

can be categorized into [AFTM99]:

1. Constant Bit Rate (CBR) — used by connections that request a static amount of
bandwidth that is continuously available during the connection lifetime

2. Real-Time Variable Bit Rate (rt-VBR) — used by applications that require a
tightly constrained delay and delay variation, as would be appropriate for
voice and video applications

3. Non-Real-Time (nrt-VBR) — used by non-real-time applications have bursty
traffic characteristics

4. Unspecified Bit Rate (UBR) — used by non-real-time applications which do
not require tightly constrained delay and delay variation

5. Available Bit Rate (ABR) — a service category for which the limiting ATM
layer transfer characteristics provided by the network may change subsequent

to connection establishment

® The ATM Forum is an international non-profit organization formed with the objective
of accelerating the use of ATM (Asynchronous Transfer Mode) products and services through a
rapid convergence of interoperability specifications. In addition, the Forum promotes industry
cooperation and awareness. The ATM forum can be accessed online at http://www.atmforum.com/
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6. Guaranteed Frame Rate (GFR) — used by non-real-time applications that may
require a minimum rate guarantee and can benefit from accessing additional

bandwidth dynamically available in the network

The ATM Forums’ Traffic Management Specification 4.1 specifies Six
parameters to characterize the traffic characteristics of an ATM connection. The
six traffic parameters are Peak Cell rate (PCR), Sustainable Cell Rate (SCR),
Maximum Burst Size (MBS), Minimum Cell Rate (MCR), Cell Delay Variation

Tolerance (CDVT) and Maximum Frame Size (MFS) [AFTM99].

The ATM Forums’ Private Network-Network Interface Specification
v.1.1"° specifies eight topology state parameters. The topology metrics are Cell
Delay Variation (CDV), Maximum Cell Transfer Delay (maxCTD), Cell Loss
Ratio (CLR), Administrative Weight (AW), Maximum Cell Rate (maxCR),

Available Cell Rate (AvCR), Cell Rate Margin (CRM) and Variance Factor (VF).

The ATM Forums’ Traffic Management Specification 4.1 specifies six
QoS parameters namely Peak-to-Peak Cell Delay Variation (Peak-to-Peak CDV),
Maximum Cell transfer Delay (maxCTD), Cell Loss Ratio (CLR), Cell Error
Ratio (CER), Severely Errored Cell Block Ratio (SECBR) and Cell Misinsertion

Ratio (CMR).

1% rjvate Network-Network Interface Specification Version 1.1 (PNNI 1.1) is available
online at: ftp://ftp.atmforum.com/pub/approved-specs/af-pnni-0055.002. pdf
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Table 2.1 lists the cell-transfer performance parameters and their

corresponding QoS characterizations: [Ferg98] [AFTM99]

ATM cell transfer performance Generic criteria of the
Parameters assessment of the QoS
Cell Error Ratio Accuracy
Severely-Errored Cell Block Ratio Accuracy

Cell Loss Ratio Dependability

Cell Misinsertion Rate (mean and max) | Accuracy

Cell Transfer Delay Speed

Cell Delay Variation Speed

Table 2.1: ATM Cell-transfer performance parameters and the corresponding QoS

Figure 2.3 provides a list of ATM attributes (traffic parameters, QoS
parameters, and feedback characteristics) and identifies whether and how these

are supported for each of the service category listed above.
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ATM Layer Serviee Category

Attribute (CBR r-VBR | nit-VBR UUBR ABR GFR
PCR and CDVT, Specified Specified , [ Specified Specified
SCR, MBS, CDVT, n'a Specified n/a
MCR n'a Specified n'a
MCR, MBS, MFS, n/a Specified
CDVT,
QoS Parameters;;
Peak-to-peak CDV Specified Unspecified
MaxCTD Specified Unspecified
CLR Specified Unspecified | See Note | See Note 7

Other Attributes:

Feedback Unspecified Specified | Unspecified

Figure 2.3: ATM Service Category Attributes

Source: [AFTM1999] Table 2-1: ATM Service Category Attributes
Notes:
1. CLR is low for sources that adjust cell flow in response to control information.
Whether a quantitative value for CLR is specified is network specific.
2. Might not be subject to CAC and UPC procedures.
3. Represents the maximum rate at which the ABR source may ever send. The
actual rate is subject to the control information.
4. These parameters are either explicitly or implicitly specified for PVCs or
SVCs.
5. CDVT refers to the Cell Delay Variation Tolerance (see Section 4.4.1 in
[AFTM1999]). CDVT is not signaled. In general, CDVT need not have a unique
value for a connection. Different values may apply at each interface along the
path of a connection.
6. See Section 2.4 in [AFTM1999].
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7. CLR is low for frames that are eligible for the service guarantee. Whether a
quantitative value for CLR is specified is network specific.

2.5.4. Integrated Services Architecture

The IETF Network Working Group recognized the need to provide for
QoS on the Internet to support real-time and non-real-time IP services. As a result
of the research and work done by the IETF, the Integrated Services Architecture
(IntServ) was proposed by the IETFs Integrated Services Working Group*!. The
IntServ architecture proposes an extension to the traditional Internet architecture
to support the growing needs of real-time and non-real-time services for
applications such as *“teleconferencing, remote seminars, telescience, and
distributed simulation” [RFC1633]. The IntServ architecture does not suggest any
changes to the underlying traditional Internet architecture, but proposes
extensions to the architecture to support real-time application needs [RFC1633]
[Ferg98] [Stallings01]. The extensions comprise of two elements [RFC1633]:
1. An extended service model

2. A reference implementation framework

QoS requirements, resource sharing requirements, packet dropping
allowances, usage feedback and a resource reservation protocol are the five key

components of the IntServ architecture. [Ferg98] [RFC1633]

" Accessible online at http://www.ietf.org/html.charters/IntServ-charter.html
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The IntServ model classifies the Internet traffic in two broad categories
namely Real-Time (Inelastic) traffic and Non-Real-Time (Elastic) traffic. It
classifies the Real-Time Traffic further into Real-Time-Tolerant and Real-Time-

Intolerant application traffic.

The IntServ architecture defines three service classes namely
Guaranteed Services, Controlled Load Services and Best Effort Services. The

Best Effort Service Class refers to the traditional best-effort Internet services.

The Guaranteed Service Class is characterized by the following key
elements [RFC1633] [Ferg98] [Stallings01]:
1. Assured data rate
2. Specified upper bound on the queuing delay

3. No queuing losses

The Controlled Load Service Class is characterized by the following key
elements [RFC1633] [Ferg98] [Stallings01]:
1. Approximates the behavior of “best effort service under unloaded conditions”
2. No upper bound on queuing delay but ensures mostly that the delay does not
exceed the maximum transit delay

3. Almost no queuing loss (better than best-effort-services)
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The IntServ architecture enables an application to request a reservation
for a particular flow™ by defining a particular traffic specification (TSpec). Based
on the TSpec defined, the required level of Guaranteed or Controlled-Load QoS is

offered by the network for the application’s data flow.

Traffic control in the IntServ architecture is implemented using four

components [RFC1633] [Ferg98] [Stallings01]:

1. Packet Scheduler: manages the forwarding of different packet streams using a
set of traffic queues and other mechanisms

2. Classifier: maps packets to a particular class such that the different classes are
treated differently by the packet scheduler

3. Admission Control: determines whether a new flow can be granted the
requested QoS without impacting earlier guarantees

4. Reservation Setup Protocol: used to create and maintain flow-specific state
information in the end nodes and all the intervening nodes along the path of a

particular flow.

2 A flow is defined in [RFC1633] as “a distinguishable stream of related datagrams
that results from a single user activity and requires the same QoS”
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Figure 2.4 shows the IntServ reference model:

Routing Reservation Management
Agent Setup Agent Agent
Admission
Control
Routing Traffic Control Database
Database
| LT =P
| | |
i i Packet I
g | Classifier B Scheduler | =T 1T 1P
| | |
| | |
i i CT 1T 1=pp!
Input | Internet i _
Driver 1 Forwarder i Output Driver

Figure 2.4: IntServ Implementation reference Model
Source: [RFC1633]

The IntServ architecture requires a Reservation Setup Protocol used to
create and maintain flow-specific state information in the end nodes and all the
intervening nodes along the path of a particular flow. The design of a Reservation
Setup Protocol needs to meet certain requirements such as [RFC1633]:

1. Support a multicast environment

2. Accommodate heterogeneous service needs
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3. flexible control for sharing reservations along branches of the multicast trees
4. ability to add/delete a sender/receiver to an existing set
5. must be robust and scale well to large multicast groups

6. provide for advance reservation of resources

The Resource Reservation Setup Protocol (RSVP)™ is designed to meet

the above requirements and is used largely to support the IntServ architecture.

To summarize, the IntServ architecture uses a reservation setup protocol
such as RSVP to reserve resources before the actual transfer of data. The resource
reservation and allocation allows the network to offer requested QoS guarantees
for real-time and non-real-time application traffic over the Internet. In the IntServ
architecture every node along the path of the flow needs to maintain the state
information and process sophisticated packet classification, marking, policing and

shaping operations.

2.5.5. Differentiated Services Architecture

Parallel to the IntServ efforts, the IETF Differentiated Services (DiffServ)

Working Group™ focused on efforts to propose an architecture which would use

relatively simple and coarse methods to provide differentiated class of service to

BThe IETF RFC 2205 describes the mechanics and protocol specification for RSVP and
is available online at http://ietf.org/rfc/rfc2205.txt?number=2205
Y Accessible online at http://www.ietf.org/html.charters/diffserv-charter.html
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the Internet traffic. The DiffServ architecture uses the concept of marking the IP
packets to denote the per-hop behavior (PHB) which is used to provide the

requisite QoS for Internet traffic [RFC2475] [Stallings01].

In the DiffServ model the traffic entering the network is classified and
conditioned at the network boundary and is assigned to an appropriate behavior
aggregate that is identified by a differentiated-services codepoint (DS codepoint)
[RFC2475] [StallingsO1]. The packets are then forwarded according to the PHB

associated with each DS codepoint.

The characteristics of the DiffServ architecture are as follows. [RFC2475]

[Stallings01]:

1. IP packets are marked at the network boundary to denote the QoS
requirements

2. A Service Level Agreement (SLA) is established between the provider and the
customer

3. The DiffServ aware routers treat all packets belonging to the same DS
codepoint in a similar manner

4. Each DiffServ aware router in the network forward the classified packets

individually based on the PHB configured for that particular DS codepoint

The DiffServ model used five key elements namely Classifier, Meter,

Marker, Shaper and the Dropper to provide for traffic conditioning functions. The
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Classifier separates the incoming packets into different classed based on the
specified DS codepoint, the Meter confirms whether the traffic flow confirms
with the traffic profile specified in the Traffic Conditioning Agreements (TCA),
the Marker re-marks the DS codepoint of a packet if necessary, the Shaper
confirms whether the traffic stream is in confirmation with the specified traffic
profile and delays some or all of the packets if the stream does not confirm to the
traffic profile and finally the Dropper polices the stream by dropping packets of a
stream if the traffic stream is not in compliance with the traffic profile. The

interaction of these elements is illustrated in figure 2.5.

—p| Meter

Shaper/

—Jp| Classifier = | Marker ——Jp| Dropper —p

Figure 2.5: The DiffServ Model Traffic Conditioner
Source: RFC2475
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In the DiffServ architecture the packets belonging to a service aggregate
are treated based on the PHB defined for that aggregate. [RFC3140] identifies the
semantics and the usage of the PHB identification codes to be used for DiffServ.

IPv4 support for the DiffServ architecture is achieved by placing the DS
octet in the IPv4 TOS header field [RFC2474] [StallingsO1]. The DS octet
contains the 6-bit DS codepoint and 2 unused bits. The 6 bits DSCP field allows
for the identification of 64 possible classes of service for Internet traffic.

0 5 6 7
DSCP Cu

DSCP: Differentiated Services Codepoint
CU: Currently Unused

Figure 2.6: Differentiated Services Octet (DS Octet)
Source: RFC 2474

2.5.6. MPLS

Multiprotocol Label Switching (MPLS) is an IETF initiative which
provides a solution for the integration of various network layer and link layer
technologies. IP has undoubtedly been the dominant network layer protocol to be
used in the Internet. But at the link layer various protocols such as Frame Relay,
ATM, Ethernet and others are used based on the requirements of the network.
MPLS allows for these link layer technologies to operate smoothly over IP.
MPLS also allows for IP to interoperate over ATM, Frame Relay and other

networks where the network layer protocol of choice is not IP.
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MPLS uses the concept of labels to mark packets entering the MPLS
network. The packets are then switched or routed along Label Switched Paths
(LSP) which are a sequence of MPLS enabled routers known as Label Switched
Routers (LSR) [RFC3031]. The packet headers are processed only once at the
ingress point in an MPLS network and the process of label switching imposes less
processing of the packet headers at the intermediate routers which results in a

simpler, faster and scalable network [Ferg98] [RFC3031].

The process of label tagging bears interest when providing QoS in an
MPLS network. Packets entering an MPLS network can be tagged with different
labels based on the information carried in the packets header such as the IPv4
TOS information [Ferg98]. This also holds true for ATM cells. Based on the
labels, the MPLS packet can now travel across different LSPs which can be built
separately to cater to various traffic engineering needs. MPLS support for
DiffServ is achieved by allowing the “ ... network administrator to select how
DiffServ Behavior Aggregates (BAs) are mapped onto Label Switched Paths
(LSPs) so that he/she can best match the DiffServ, Traffic Engineering and
protection objectives within his/her particular network” [RFC3270]. RSVP is used
as a signaling protocol to establish LSPs in an MPLS network which allows for

IntServ support in MPLS [RFC3209].
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2.5.7. IPv6

Internet Protocol version 6 (IPv6) specified in RFC 2460 is the latest
version of the Internet Protocol. The current widely used version is IPv4. IPv6
was conceived by the IETF to counter the demanding growth of the Internet and
the inability of the current version to cope up with the growth. The protocol is still
in the experimental stage. The basic framework of the protocol is complete and
has been widely accepted and deployed by the Internet community. Architects,
Planners, Engineers and Scientists are currently working on adding to the

enhancements to the IPv6 protocol.

Even though the foreseeable depletion of the IPv4 address space was the
primary trigger for the development of a new version of the IP protocol, many
other requirements and enhancements such as security and QoS requirements
contributed to the urgent need to develop a more flexible and enhanced version of
the protocol. The major goals of the IPv6 protocol were to increase address space,
improve security, simplify multicasting and add Quality of Service features. The

major changes from IPv4 to IPv6 as specified in [RFC2460] are as follows:

1. Expanded Addressing Capabilities
IPv6 increases the IP address size from 32 bits to 128 bits, to support more
levels of addressing hierarchy, a much greater number of addressable nodes,

and simpler auto-configuration of addresses. The scalability of multicast
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routing is improved by adding a “scope” field to multicast addresses. And a
new type of address called an “anycast address” is defined, used to send a
packet to any one of a group of nodes.

Header Format Simplification

Some IPv4 header fields have been dropped or made optional, to reduce the
common-case processing cost of packet handling and to limit the bandwidth
cost of the IPv6 header.

Improved Support for Extensions and Options

Changes in the way IP header options are encoded allows for more efficient
forwarding, less stringent limits on the length of options, and greater
flexibility for introducing new options in the future.

Flow Labeling Capability

A new capability is added to enable the labeling of packets belonging to
particular traffic “flows” for which the sender requests special handling, such
as non-default quality of service or “real-time” service.

. Authentication and Privacy Capabilities

Extensions to support authentication, data integrity, and (optional) data

confidentiality are specified for IPv6.

The IPv6 protocol header as described in [RFC 2460] is shown in figure 2.7.



< 32 bhits
Ver. Traffic Class Flow Label
4 bits 8 bits 20 bits
Payload Length Next Hdr. Hop Limit
16 bits 8 bits 8 bits
Source Address
128 bits

Destination Address

128 bits

Figure 2.7

: IPv6 Protocol Header

Source: RFC 2460

39

The IPv6 header consists of an 8 bit Traffic Class field which allows for

similar functionality as the IPv4 TOS field. The Traffic Class field in IPv6

provides for originating nodes to classify packets into different classes or

priorities based on the QoS requirements. It also enables the forwarding routers to

identify packets belonging to different classes. [RFC2460] lists a few general

requirements that need to be applied to the Traffic Class field. The requirements

are:

e “The service interface to the IPv6 service within a node must provide a means

for an upper-layer protocol to supply the value of the Traffic Class bits in

packets originated by that upper-layer protocol.

zero for all 8 hits.

The default value must be
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e Nodes that support a specific (experimental or eventual standard) use of some
or all of the Traffic Class bits are permitted to change the value of those bits in
packets that they originate, forward, or receive, as required for that specific
use. Nodes should ignore and leave unchanged any bits of the Traffic Class
field for which they do not support a specific use.

e An upper-layer protocol must not assume that the value of the Traffic Class

bits in a received packet are the same as the value sent by the packet's source.”

RFC 2474 proposes a replacement header field to the IPv6 Traffic Class
field [RFC2474]. 1t defines the 8 bit DS (Differentiated Services) field as a
replacement for the Traffic Class field to support Differentiated Services. The first
6 bits in the DS filed are used to define the DSCP (Differentiated Services Code
Point) based on which the Per-Hop-Behavior (PHB) is selected. The last 2 bits of
the DS filed is left unused. The structure of the DS field is shownin figure 2.8.

0 5 6 7
DSCP Cu

DSCP: Differentiated Services Codepoint
CU: Currently Unused

Figure 2.8: DS field in IPv6
Source: RFC 2474
The IPv6 header also defines a 20 bit field called the Flow Label field
which is to be used for providing QoS in IPv6. A detailed discussion of the flow

labeling capability of the IPv6 protocol is researched and presented in the next
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chapter. This thesis work aims at defining a structure for the flow label field

which will be used for providing QoS in IPv6 networks at the network layer.
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CHAPTER 3

IPv6 FLOW LABEL

The IPv6 header includes a 20 bit field called the Flow Label field which adds
flow labeling capability for IPv6. The flow label field enables an IPv6 enabled
host to label a sequence of packets for which the host requests special handling by
the IPv6 routers [RFC2460]. This enables the host to request non-default quality

of service from the IPv6 network.

3.1 IPv6 Flow Label Field Definition

The IPv6 specification defines a flow as “... a sequence of packets sent
from a particular source to a particular (unicast or multicast) destination for which
the source desires special handling by the intervening routers. The nature of that
special handling might be conveyed to the routers by a control protocol, such as a
resource reservation protocol, or by information within the flow's packets
themselves, e.g., in a hop-by-hop option” [RFC 2460]. It notes the following with
regards to the nature of a flow.

1. Multiple active flows might be present between a source and the destination
along with other traffic which may not be associated with a particular flow

2. A flow can be uniquely identified by the combination of a source address and
non-zero flow label

3. A packet that is not associated with a flow should carry a flow label value of 0



4.

43

Packets that belong to the same flow should be sent with the same source

address, destination address and the same non-zero flow label

The IPv6 specification introduces the flow label field and broadly defines

the semantics and usage of the flow label field. The value of the flow label field

enables the IPv6 router to classify and assign the packets to various flows and

process the flows as per the QoS requirements of a particular flow. The IPv6

specification notes the following with regards to the nature of the IPv6 flow

labels.

1. Flow labels are assigned to a flow by the flow's source node

2. The flow labels must be chosen (pseudo) randomly and uniformly from the
range of 1 - FFFFF hex. The randomly chosen value of the flow labels enables
any set of bits within the Flow Label field suitable for use as a hash key by
routers, for looking up the state associated with the flow

3. The maximum lifetime of any flow-handling state established along a flow's
path must be specified as part of the description of the state-establishment
mechanism, e.g., the resource reservation protocol or the flow-setup hop-by-
hop option.

4. A source must not reuse a flow label for a new flow within the max lifetime of
any flow-handling state that might have been established for the prior use of
the flow label

5. Hosts or routers that do not support the functions of the Flow Label field are

required to set the field to zero when originating a packet, pass the field on
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unchanged when forwarding a packet, and ignore the field when receiving a

packet

IPv6 Flow Label Specification

RFC 3697 defines a standardized specification for the IPv6 flow label

field. A summary of the specification as listed in [RFC3697] is as follows>:

1.

2.

The IPv6 20 bit flow label field is used by a source to label packets of a flow
Packets not belonging to any flow are labeled with a flow label value of zero
The triplet value of the Flow Label, Source Address, and Destination Address
fields is used by the packet classifiers to identify a particular packets’ flow

The Flow Label value set by the source MUST be delivered unchanged to the
destination node(s).

The performance of the IPv6 routers should not depend on the distribution of
the flow label values and no mathematical or other properties should be
assumed based on the flow label values

The flow State lifetime is 120 seconds and packets arriving with the same
flow label value after 120 seconds should not be treated as belonging to the
same old flow unless either the flow state has been explicitly refreshed within
the lifetime duration or the duration is explicitly specified to be a value other

than 120 seconds

The original content (RFC 3697 Section 2) has been reformatted and presented as a list

item to aid in easier reading
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7. The use of the Flow Label field does not necessarily signal any requirement
on packet reordering
8. An IPv6 node that is not participating in the flow-specific treatment process

must ignore the flow label field when receiving or forwarding a packet

3.3 IPv6 Flow Label Requirements

RFC 3697 specifies the flow labeling requirements for the IPv6 flow label

field. A summary of the specification as listed in [RFC3697] is as follows*®:

1. Flows should be unique for different transport connections and application
data streams in order for proper flow label based classification

2. A source node which does not assign traffic to flows must set the Flow Label
to zero

3. Application and transport layer protocols should be able to specify Flow Label
values so that they can define what packets constitute a flow

4. The source node should be able to select unused Flow Label values for flows
not requesting a specific value to be used

5. A source node must ensure that it does not unintentionally reuse Flow Label

values it is currently using or has recently used when creating new flows

“The original content (RFC 3697 Section 3 and Section 4) have been reformatted and
presented as a list item to aid in easier reading.
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6. Flow Label values previously used with a specific pair of source and
destination addresses must not be assigned to new flows with the same
address pair within the flow state lifetime of 120 seconds

7. Accidental Flow Label value reuse must be avoided by providing for
sequential or pseudo-random generation of new flow values

8. The method for flow state establishment must provide the means for flow state
clean-up from the IPv6 nodes providing the flow-specific treatment

9. Flow state establishment methods must be able to recover from the case where

the requested flow state cannot be supported

3.4 IPv6 Flow Label Values (Current Efforts)

Various proposals have been made to the IETF to define the 20 bits of the
flow label field in the IPv6 header. These proposals have been made in the form
of IETF drafts which are reviewed by the IETF IPv6 working group. The IETF
IPv6 working group reviews the drafts and if the proposals meet the criteria, then
they are converted to IETF standards. So far none of the proposals have been
accepted for standardization by the IETF. The proposals are reviewed in the
following sections to better aid in the process of defining the 20 bits if the IPv6

flow label field.
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3.4.1 Review of “draft-conta-ipv6-flow-label-02.txt” [ID2001a]

This draft makes a proposal for the IPv6 Flow Label specification. It
proposes a change in the flow label specification made in RFC 2640 by proposing
that a flow label value can be changed en-route by intervening nodes, with the
condition that its original significance be maintained, or restored, when necessary
[ID2001a]. This is certainly necessary when the source intends to convey specific
information to the end-node. This draft notes that the ability is necessary if the
flow label carries a hop-by-hop significance or if the neighboring routers have
specific arrangements or agreements (which are not universal). The drawback
would certainly be the complexity involved as against a proposal for non-mutable

flow labels [ID20014a].

The draft specifies the format to be used for the flow label field which is

discussed further.

0 1
012345678901234567829
+—+—+—+—F—F—F—F—F—F+—-F—F—F—F+—F—F—F—F—+—+—+
10} Pseudo-Random Value
+—+—+—+—F—F—F—F—F+—F+—F—F+—F—F+—F—F—F—F—+—+—+

0 1
012345678901234567829
Fot—t—t—t—t—t—t—F—t—F—t—F—F—F—F—F—F—t—+—+
11] DiffServ IPv6 Flow Label |
tot—t—t—t—t—t—t—F—t—F—t—F—F—F—F—F—F—t—+—+

Figure 3.1: Flow Label Format (Conta)
Source: [1D2001a]
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The specified format provides support for random number method of

selecting a flow label value as required by the specification made in RFC2640.

Advantages:

1. This approach preserves compatibility with the random number method of
selecting a Flow Label value defined in the RFC2640

2. It captures the DiffServ treatment intended to be applied to the packet

3. The flow label value is not locally mapped and hence is suitable for use in a

end-to-end header field

Disadvantages:
1. This approach captures less info than the port and protocol number normally

used in a DiffServ MF classifier

The draft also allows for a DiffServ definition for the Flow Label field. The

DiffServ definition for the IPv6 Flow Label Format is discussed further.

0 1

012345678901234567829
+—+—+—+—F—F—F—F—F—F+—-F—F—F—F+—F—F—F—F—+—+—+
|1] Per Hop Behavior ldent. Code | Res |
+—+—+—+—F—F—F—F+—F+—F+—-F—F+—F—F+—F—F—F—F—F+—+—+

Figure 3.2: DiffServ definition for the Flow Label Field (Conta)
Source: [1D2001a]

The Per Hop Behavior ldentification Code (PHB-ID) is specified using 16

bits of the flow label field. This selected PHB-ID is a number constructed based
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on the “Differentiated Services Per-Hop-Behavior Identification Code” and is in
confirmation with RFC 3140. This format allows for DiffServ support in IPv6

using the Flow Label field. The “Res” bits are reserved for future use.

Advantages:
1. This approach allows for efficient processing of packets in the QoS engines in

IPv6 forwarding devices

Disadvantages:

1. The end nodes have to force the correct Flow Label in the IPv6 headers of
outgoing packets or the first hop routers have to do this job. For this the
routers have to be configured with MF classifiers which needs extra

computations to be done by the routers

The draft also makes suggestions to the other ways in which the 20 bits of the
flow label field could be used to convey host-to-host header information and the
host-to-host protocol type. The suggested formats are discussed in the following

sections.



3.4.1.1 Server Port Format - Short Format

Figure 3.3: Server Port Format - Short Format (Conta)

Source: [1D2001a]
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The “Server Port Number” listed in this format is the port number

assigned to the server side of the client/server application and this provides for

identification of the application and the type of application [ID2001a]. The QoS

characteristics for the application sending the traffic can be determined based on

this value [ID2001a]. The “H-to-H Protocol” value identifies the host-to-host

protocol such as TCP, UDP and other protocols.

Advantages:

1. The classification rule is the typical 5 or 6 tuple format of a DiffServ Multi-

field (MF) Classifier which contains the source and destination addresses, the

source and destination ports, the host to host protocol, and the DSCP field.

This would involve no new classification rule format. It also makes it possible

to aggregate parts of the IPv4, and IPv6 classification rules.

Disadvantages:

1. This does not differentiate among multiple instances of the same application

running on the same two communicating end-nodes
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2. The 12 bits which specify the server port number can be used to specify ports
from 1 to 4095 (well-known ports from 1 t01024 and a subset of the registered
ports from 1025 to 4095 can be defined using this format for QoS

qualifications. The rest are ignored as ports to which traffic does not require

any QoS)

3.4.1.2 Server Port Format - Long Format

In this format, the first 16 bits of the flow label field are used to represent
the TCP or UDP port number which is assigned to the server side of the
client/server application. The next 3 bits are reserved for future use and the last bit
in the flow label field is set to O to represent a TCP port and 1 to represent a UDP
port

0 1

01234